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Abstract

A workstation with a single physical connection to a data communications network may have a requirement for
simultaneous “virtual” communication channels to more than one destination. This report describes the development
of techniques based on the Data Encryption Standard (DES) which encrypt these virtual channels to secure the data
being transmitted against unauthorized access. A software module has been developed for the UNIX operating
system using these techniques for encryption, and some development has also been done on a hardware device to be
included between the workstation and network which can also provide these functions. The material presented in this
report will be useful to those with a need to protect information in data communications systems from unauthorized
access.
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1. Introduction

With the increasing use of data communications systems in our society, there has also been a growing nwd for
techniques which can provide protection from unauthorized access for the information being transmitted through these
networks. Traditionally, this protection has been provided by link encryption devices located at the end of each
communications link interconnecting a pair of nodes in tbe network. This requires a large number of encryption
devices, especially in a large network, increasing the cost of building and operating the network.

This report discusses a different approach to network encryption in which encryption processors are co-located with the
workstations and servers connected to the network to provide an end-to-end encryption capability that eliminates the
need for link encryption devices. These processors can be provided as either software packages for installation within
the workstations and servers, or as hardware devices connected between the workstations, servers, and the network.
These processors have the added feature that they can process multiple virtual channels simultaneously so that the
workstation connected to the network can communicate with many different servers simultaneously or a server can
simultaneously communicate with many different workstations.

1.1. Current Encryption Technology

Most applications of encryption to data communications networks take one of two forms. The first is link encryption.
In this case, the entire data packet, including the header, is encrypted and encryption devices are located at each end of
a link connecting two nodes (e.g., network routers, network hubs, servers, workstations, etc.) in the network to decrypt
the message to allow routing through the network. This means that at every routing point in the network, the message
must be decrypted. The second form is end-to-end encryption. In this case, only the data within the data packet, not
the header, is encrypted, thus allow the network to route the message to the destination without decrypting the message.
In this case, encryption devices are located only at the source and destination of the message. A typical example of the
latter, which is the fccus of this research, would be a hospital network, in which the workstations can communicate
with an e-mail server, a financial records database, and a medical records server. Encryption devices would be placed
between the workstations and the network and the servers and the network as illustrated in Fig. 1.

If the workstations run a multitasking operating system, such as UNIX, they can support multiple client programs
running simultaneously, each communicating with one or more of the available servers on the network.

user’s
Workstation

encryption

data communications network
I

Figure 1: Data Network Using Encryption
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Since there is typically only one physical connection between each workstation and the network, such as in an Etiemet
system, the workstation-network connection has to support multiple virtual circuits simultaneously, with a separate
virtual circuit for each connection between a client and the server with which it communicates. This is done by using
communications protocols between the workstation and the network that divide the traffic on each of the virtual
channels into packets. Each packet carries, among other things, addressing information, so the network can route each
packet to its proper destination.

Most encryption equipment currently available cannot manage multiple virtual channels on the same physical link
between tie user’s workstation and the network, so, to encrypt these channels, it is necessary to demultiplex (demux)
the virtual circuits from the workstation into corresponding physical channels, encrypt these separately, and then
remultiplex (roux) them for transmission over the network, as illustrated in Flg 2.

In many cases, the amount of multiplexing and demultiplexing, illustrated here for a user’s workstation, maybe much
greater at the server, since a server typically has to handle many more simultaneous virtual channels then tie user’s
workstation.

user’s
Workstation I

I

demux I
Crypto‘11’1Crypto

mux
t

El

Figure 2: Single Channel Encryption with Multiplexer.

1.2. Virtual Charnel Encryption

This report covers the development of a virtual channel encryption processor for workstations and/or servers. The
processor will handle multiple virtuat channels without the separate multiplexer, demultiplexers, and single channel
encryption devices shown in Fig. 2. It is implemented as either a software module (within the server or workstation) or
an hardware processor (extemat to the server or workstation) that is inserted in the communication link between a
workstation, or server attached to a network, and the network itself, as illustrated in Fig. 3.

The encryption algorithm in the virtual channel encryption processor is based on the Data Encryption Standard (DES).
The Outerbndge implementation of the DES algorithm was moditied to remove tbe state variables from the code,
placing the state variables in sn array that contains a separate set of state variables for each channel supported by the
virtual channel encryption processor. With this modification, the virtual channel encryption code can support multiple
“threads” of execution, one for each virtual channel.
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user’s
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encryption
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1

net work I
I I Iovirtual
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encryption
processor

Gzl
ovirtual

channel
encryption
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Isa
ovirtual

channel
encryption
processor

m
FQure 3: Network using Virtual Chsnnel Encryption Processors

The basic virtual channel encryption algorithm is platform independent, but the interfaces between it and the operating
system in the computer on which it runs is platform dependent. An example of this is SOLARIS’s use of the
STREAMS protmol as an communication process for passing information to the network, where SUNOS uses socket
calls. A software module has been developed for installation on a SUN SPARC workstation running the SOLARIS
(UNIX based) Operating System (OS). Some design work has also been done on a software module that runs on a
VME-based prccessor running the proprietary VxWorks operating system supplied by Wmdriver Systems. The VME
processor can be installed in the link between a workstation or a server and the network (preferably close to the
workstation or server) to provide the virtual encryption i%rtction when it is not desirable to install it directly in the
workstation or server.

1.3. Supporting Activities

Key distribution is a problem in any application using data encryption. In our case, key distribution is implemented
using concepts incorporated from the Kerberos network security architecture developed at the Massachusetts Institute
of Technology (~. Keys are generated in a central “key distribution center” anddistributed to each user as required
when that user applies to the centrat autlonty (i.e., key distribution center) key distribution center for access to a

particular resource on the network. Kerberos not only authenticates users needing access to servers through a password
scheme, but also provides key distribution protocols that encrypt keys being transmitted across the network, so that
they cannot be intcrcep[ed or used by unauthorized individuals.

Some conceptual work has also been done to implement the encryption algorithm in a separate VME-based prccessor
running the VxWorks OS so as to remove the burden of OS system, and many of the details of the interface between
the VME-based processor and the host workstation have been completed.

Future work to be performed includes testing of the VME-based encryption algorithm, extension to other applications
on the SUN workstation, extension to encryption algorithms other than DES, applications in networks using personat
computers, and use in networks based on transmission meda other than Ethernet (e.g., FDDI, ATM, etc.). Also, the
user interface for the virtual encryption algorithm should be developed to the point where applications such as telnet
and FT’P can be run, from the user’s point of view, in the same manner as when virtual channel encryption is not
involved.
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2. Acronyms

ATM ......................Asynchronous Transfer Mode — anew digital communications technology based on cell switching
demux .............. ...... Demultiplexer or Demultiplex

DES ..... .. .......... ...... DigiM Encryption Standard — a standard endomedby NIST.
FDDI .... ............ ...... Fiber Distributed Data Interface
lTP .................. ...... File Trmsfer Rotmol
IBM ....... .... ...... .... ..ktemationd Business Machines
IEEE ...... .............. ..Institute of Electrical and Electronics Engineers

P... .. .... ............ .... .. Intemetwork Protocol — a protccol that specifies peer-to-peer communications across logical
subnetworks

LDRD.. .......... ...... ..Laboratory Directed Research and Development — a Department of Energy program that allows its
national laboratories to invest funds into new, “leading edge” research programs

mux ...... .... ..............Multiplexer or Multiplex
NBS ..................... .. National Bureau of Standards

. .......National Institute for Standards and TechnologyNIST .... ......... .
NSA ... .... ...... .......... National Security Agency — the developers of the Milkbush prototype ATM encryption hardware
OS .......... .......... ...... Operating System
ROM ...... .............. ..Read Only Memory
SPARC ..................Scalable Prmessor ARCkecture — the processor/hardware architecture used by tbe latest Sun

Microsystems workstations
TCP ... ........ ...... ......Transmission Control Protocol — a protocol that provides assured, in-order delivery of PDUS over

P.
VME .... ...... ............versa-module. Europe





3. The Encryption Algorithm

To develop the virtual channel encryption algorithm, a version of DES was chosen in which the state variables could be
readily separated from the code, and a state variable array was setup to store the state variables separately for each
virtual encryption channel. Once this is done, each virtual encryption chsnnel can be implemented by a separate thread
of execution, so that each of the virtual encryption channels o~rates independently.

3.1. Criteria for the Algorithm

In general, an encryption algorithm is a set of rules, which, when combmed with a unique key, scrambles a length of
“cleartext” to produce a lengdr of “cryptotext” in such a manner that it is difficult to recover the cleartext without
knowledge of tbe key, even if the algorithm is known. In our case. we would like to choose an algorithm that can also
be readily modiiied to be suitable for the virtual encryption processor. This requires that the state variables be
extracted from the algorithm, leaving pure code, and that the state variables can then be assembled into arrays that will
preserve the state variable information independently for each of the virtual encryption channels.

Other criteria that the encryption algorithm should meet is that it be well-known and accepted in the user community,
so that a virtual channel encryption device based on the algorithm will also be readily accepted. There should be no
known met-bock to easily “break” tie algorithm, that is, given the cleartext and corresponding cryptotext, there are no
known methods to easily determine the encryption key. This will provide the virtual channel encryption device the
level of trust it needs to succeed in the user community. The algoxithm should also be non-proprietary, so that it can be
adapted for the virtual encryption system without concerns over copyright or patent issues. This will allow the virtual
encryption algorithm free and unimpeded distribution throughout the user community. Finally, the encryption
algorithm should have many dtferent hardware and software implementations available in the literature, to maximize
the number of starting points for moditlcation for virtual encryption.

3.2. Choice of the Algorithm

Of the many different encryption algorithms available, such as those described in Schneier’s text[13], the Data
Encryption Standard (DES) algorithm seems to meet these criteria best. There are different versions of the algorithm
available in both hardware and software, aud many of these are of a form in which the state variables can be easily
extracted, leaving pure code, which is the primary criterion for use in the virtual encryption processor. The algorithm
is very well known, and is used in many dtiferent applications, such as in the banking industry, so it is trusted by those
with large sums of money at risk. While the algorithm was developed by International Business Machines (IBM) and
others, it is now non-pro~etary, and it appears in hardware and software available from different sources.

3.3. History of the Data Encryption Standard

The history of the Data Encryption Standard dates from 1972, when the National Bureau of Standards (NBS), rnitiated

a program to protect boti computer and communications data, ideally with a single algorithm that could pefiom ~ti
functions. Mter requesting contributicms from private industry and other sources, NBS received a proposal from IBM
based on LUCIFER, an internal IBM development that could be implemented easily in both hardware and software.
NBS evaluated this algorithm with the assistance of the National Security Administration (NSA), concluded that it was
suitable, and published it as a federal standard in 1976.

There have been some concerns raised by the involvement of NSA in the development of DES, specifically in the
length of the key used and in the design of the “S-boxes” that provide most of the security in tie algorithm, which is
dependent on the length of the key (the longer tbe key, the more secure the algorithm). The concern expressed was that
if the key was short enough (e.g., 56 bits), au organization with extensive resources (such as NSA) could eventually
break the algorithm and recover the key. There were also reservations expressed about the “S-boxes”, where NSA had
considerable design input. It was known that there were certain classified considerations involved in tie desigp of the
S-boxes, and this generated the fear that “trapdoors” had been built in these S-boxes which an organization (such as
NSA) could easily exploit to break the algorithm. At this time, it appears that the concerns regarding the key length
may be well-founded, so that the DES may eventually have to be replaced when computing power has advanced to
where DES can be broken by brute force (i.e., try all the possible key values). No weaknesses have been found in the
S-boxes, thus there does not appear to be any methods by which the DES algorithm can be broken other than brute
force or peer implementation (e.g., provide variables to the user by storing in user accessible memory).
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3.4. Principles of Operation

The Data Encryption Standard is a block cipher -it encrypts data in 64-bit blocks. It consists of three parts the initial
pmmtation, 16 identical “rounds”, each using a combination of permutation and substitution operations, followed by a
final permutation to finish the encryption. The initial permutation shuffles the 64 incoming bits following a table in the
DES definition to produce another 64-bit word with the bits in a different order. This 64-bit word is then split into two
32-bit words in preparation for the fust round. The fmt step of the round is to expand the 32 bits in the left word to a
48-bit word following a permutation table that duplicates some of the bits, This 48-bit word is then combined with a
48-bit intermediate key, formed for this round from the 64-bit master key by a key generation process. The 48-bit
result of this operation is then applied to a set of eight “S-boxes” which splits this 48-bit word into eight 6-bit words,
then yrforms a substitution o~ration to generate a set of eight 4-bit words which are combined to form a 32-bit word.
The 32 bits from the S-boxes are then passed through a “P-box” permutation, then combined witl the right 32-bit
incoming word for this round to form the 32-bit right-side output for this round (note that the left and right words are
switched at the output of each round). The left 32-bit output word for this round is simply the 32-bit right input word
for this round, taken without any modMcation. The operations that makeup this round are repeated 15 more times to
complete the 16 rounds required by the DES algorithm, with each round usiug a different key generated from the
master 64-bit key. After the 16th round, tie two 32-bit words are recombined into a 64-bit word for output through a
final permutation function, which is the exact inverse of the input algorithm at the beginning of the encryption
operation. This process is illustrated in Figs. 4 and 5.
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Figure 4: Block Diagmrn of DES Algorithm

Round Input

Left 32 bits

8

36 to 48 bits

QP-box Permutation

32 bits in and out

w
EiEl

Figure 5: Contents of “Round Process” Box

3.5. Comparison of DES Algorithms

Several different software implementations of the DES atgorithm were considered for this project, including those
developed by Outerbridge, Tanenbaum, and Young. The primary criterion for choice between these algorithms was a
tradeoff between memory storage space requirements and speed. Those with larger memory requirements tended to be
the fastest, because most oft-be processing was done in lookup tables as opposed to the manipulation of Boolean
equations. The tables, however, tended to take up more memory. The Outerbndge DES algorithm provided a balance
between memory requirements and speed, so it was selected for this project.
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3.6. Generation of the Intermediate Keys

Generation of the intermediate keys for each round can be done separately from the main encryption algorithm, and has
to be done only when a new master key is supplied to the DES algorithm. The master key is usually given as 64 bits,
although only 56 of these are actually used. Generation of the intermediate keys then consists of three parts: an initial
key permutation that reduces the length of the key from 64 bits to 56 bits while shuftling the bits, a set of 16 shifting
operations that generate individual 56 bit keys for each round of the DES algorithm, snd a final permutation that
reduces each intermediate key from 56 to 48 bits, in a form suitable for the DES algorithm. This process is illustrated
in F& 6.

In the Outerbndge DES implementation, the initial key permutation takes the 64 bit master key, stored as an array of
eight 8-bit bytes, and converts it to an array of 56 entries, each containing one bit. In tie process, the 8 bits not used in
the master key are eliminated. These 56 bits are divided into two 28-bit halves, each of which is shifted one or two bits
to the left for each succeeding round of the encryption operation. The two 2S-bit halves obtained for each round are
then recombined to forma 56 bit word which is processed by another permutation operation to yield the 48-bit
intermediate key for each round.

Decryption is done by exactly the same algorithm that performed the encryption, except that the 16 intermediate keys
are supplied to the 16 rounds in reverse order.

3.7. Initial Permutation

As mentioned above, the DES encryption algorithm is implemented in three steps: an initial permutation, the 16
rounds of the encryption algorithm itself, and a final permutation. The initial permutation is not implemented using a
look-up table as implied in the DES standard. Instead, the 64 bits to be encrypted are divided into a high-order and a
low-order word, each containing 32 bk.s, which are referred to in the following d~cussion as “left” and “right”. A third
variable “work” is also introduced for use as a temporary storage area. The initial permutation is then implemented by
a series of shifting and masking operations as defined by the section of code in Fig. 7.

11



F%Fl

+
Output permutation

for key 1

+
Output permutation
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IShiftleft2bits

Output permutation
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F@re 6: Intermediate Key Generation
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work

right

left

work

right

left

work

left

right

work

left

right

right

work

left

right

left

(( left>> 4 )” right) & OxfOfOfDtOL;

right Awork;

left A (work <c 4);

(( left>> 16 ) Aright) & OxOOOOffffL;

right A work;

left A (work e< 16);

(( right>> 2 ) Aleft ) & 0x33333333L;

left Awork;

right A (work <c 2);

(( right>> 8 ) Aleft ) & OxCC)ffOOffL;

left A work;

right” (work e< 8);

(( right<<1

( left Aright ~

left Awork;

right Awork

(( left <c 1 )

I (( right >>31 ) & IL))& OxfffffffffL ;

& oxaaaaaaaaL ;

(( left>> 31 ) & lL )) & OxffffffffL;

Figure 7: Initial Permutation

For those who are not familiar with the operators used above, they are the standard “C’ language bitwise operators
defined as follows:

& bitwise AND
I bitwise inclusive OR
A bitwise exclusive OR
<< left shift (shift the value on the left of the operator by the number of bits given

by the value on the right)
>> right shift

A blcck diagram of the initial permutation is given in Fig. 8.
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F@re 8: DES Initial Permutation
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3.8. Round Implementation

The 16rounds of the DES algorithm are combined into 8 steps, with each step performing two successive DES rounds
Each step consists of a combination of shifting and table-lcdctsp operations, which also make use of tbe intermediate
keys produced by the key generation function. The section of code in Fig. 9 defines the process used in each of the 8
steps:

work - (rigbt<<28 )l(rigbt>>4);

work - work Akeys [ O ];

fval = SP7 [ work& Ox3fL ] ;

fval = fvall SP5[(work>> 8)& Ox3fL];

fval - fval 1SP3 [ ( work >> 16)& Ox3fL ] ;

fval - fval ISP1 [ ( work>> 24 ) & Ox3fL ] ;

work = right Akeys [l];

fval = fval I SP8 [ work & Ox3fL ] ;

fval = fvall SP6[(work>> 8)& Ox3fL];

fval - fval I SP4 [ ( work >> 16)& 0x3fL ] ;

fval - fvall SP2[(work>> 24)& Ox3fL];

left = left Afval;

work = (left ee28)l(left>> 4);

work - work Akeys [ 2 ] ;

fval - SP7 [ work& 0x3fL ] ;

fval - fvall SP5[(work>> 8)& Ox3fL];

fval = fval I SP3 [ ( work >> 16)& 0x3fL ] ;

fval = fval I SP1 [ ( work>> 24 ) & 0x3fL ] ;

work = left Akeys [ 3 ] ;

fval - fval I SP8 [ work & 0x3fL ] ;

fval = fvall SP6[(work>> 8)&ti3fL];

fval = fval I SP4 [ ( work>> 16) &Ox3fL ] ;

fval = fvall Sl%?[(work >>24)&Ox3fL];

right = right A fval ;

F@-sre 9: DES Round

The variable “fval” is a fourth temporary variable used to store intermediate results, and the mays SP1 through SP8 are
used to implement the “S-boxes” of the DES algorithm. Once these eight steps are completed, the two 32-bit words
“left” and “ri@” contain the encrypted information which must still be processed by the flmal permutation to produce

the final encrypted result. The flowchart in Fig. 10 illustrates this process.

15



.eft32 bitsofinput to round
I 1“–- Right 32 biteofinput to round

I:H
XOR kew [11

~- 1
I

Shiftleft28 bits

SP7 1

OR

Shiftleft28 bits
I

1

OR keys [21
[

t

OR

LeR 32 bitsofoutput

fmm round

Right 32 bitsofoutput
L

from round
XOR

J

Figure 10 DES Round Flowchsrt

16



3.9. Final Permutation

As mentioned before, the final permutation is the exact inverse of the initial permutAon. It is implemented by the
code in Fig. 11:

right

work

left

right

left

work

ri@t

left

work

right

left

work

left

right

work

left

right

.

——

——

——

——

(right c<31)l(right>> l);

( left Aright ) & OxaaaaaaaaL;

left Awork;

right A work;

(left <<31) l(left>> l);

(( left>> 8 ) Aright ) & OxOOffOOffL;

right A work;

left A(work<< 8) ;

(( left>> 2 ) Aright ) & 0x33333333L;

right A work;

left A (work e< 2);

((right >>16 ) Aleft ) & Ox0030ffffL;

left Awork;

right A (work <<16) ;

(( right>> 4 ) A left ) & OxOfOfOfOfL;

left Awork;

right A (work<< 4) ;

F@re 11: Final Permutation.

At the completion of the final permutation, “left” and “right” contain the left 32 bits and the right 32 bits, respectively,

of the encrypted input. These may be combined into a single 64 bit work for further processing.

3.10. Modes of DES

There are four modes in which DES can be operated. These are known as the electronic codebook mode, the cipher
block chaining mode, the cipher feedback mode, and the output feedback mode. These are illustrated in Figs. 12
through 15.

by of these four modes could be used in the VCE encryption processo~ however, the only one used at present is the
electronic cede book mode. The other three modes would require an additional state variable to handle the feedback.
h initial value for this feedback variable has to be supplied as well as the key.
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3.11. Modification of the DES algorithm for the VCE project

To modify the DES algorithm for the virtual channel encryption project, one must modify the code so that it can
support multiple encryption processes simultaneously without conflicts betwexm the state variables for each encryption
channel. There are two ways that this can be done. The fiist approach is to duplicate the entire algorithm, both code
and state variables, so that each encryption channel has its own code and state variables. The second approach is to
extract the state variables from the code, leaving only pure code to be shared by all encryption channels, then setting up
a separate structure for only the state variables for each encryption channel.

Time = 1 Time = 2

—BBB

---- --------

WI
42DES

encrypt

1----

=hDES
encrypt

DES
+ DES

encrypt encrypt

w v

mm El
i

XOR

clear-text
block

Figure 14 Cipher Feedback Mcde (CFB)
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3.12. Threads and Processes

There are two methods used in UNIX to support the simultaneous execution of multiple programs. The fmt method,
the process, assigns each executing program its own stack to store processor variables, its own piece of virtuat memory,
its own file descriptors, and its own code for execution, which is not shared with any other process. Different
processes running on the same computer have Iittte in common. Switching between processes must be done in tbe
kernel (the primary element of the UNIX OS), since a process switch involves a change between virtual memory
spaces.

Time = 1 Time = 2
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E

DES
encrypt

d L

■ ---

CllDES
encrypt

F@sre 15: Output Feedback Mode (OFB)

In a multi-threaded environment, each program can be assigned its own thread for execution, but different threads share
more in common when compared with different processes. While each thread has its own processor stack, it shares its
virtual memory space, fde structures, and code with the other threads running for the same user on the same machine.
The main advantage of threads over processes is that it is much easier, and takes less time, for the processor to switch
between threads than between processes. The switch can be done in user space because much less information is
involved in the context switch. On the other hand, there is not as much isolation between threads as there is between
processes, and the threads cm interfere with each other’s variables if care is not used, as they share the same virtual
memory space. However, interference between variables in different processes cannot occur, because processes do not
share virtuat memory space. A computer using an operating system that supports threads still makes use of the pmess
concept. Threads are contained within processes, and one process can contain many threads. When a switch is made
between threads running under different processes, such as when users are changed, it is necessary to make a full
process context change. In the interest of speed, the threads concept is used to separate the encryption channels in tie
virtuat encryption processor, but care must be taken to separate the state variables fm each encryption channel.
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3.13. Separation of State Variables

Since we are using the threads concept to structure the virtual channel encryption software, we need only one block of
code which can be shared by all the threads. A separate set of state variables must be established for each channel.
This is done by putting them into a two-dimensional array, with one index being the channel number and the other, the
state variable within that channel. In the current implementation of the virtual channel encryption software, there are
eight virtual channels supported, and each virtual channel has the following state variables: “left”, “right”, “work”, and
“fval”.

3.14. Programming with Threads

A thread of execution is created using the call

int thr_create (void *stack_base, size_t stacksize, void *(%artroutine) (void *), void *arg, long flags,
thread_t *new_thread)

where

“stack_base” contains the address for the stack used by the new thread. This is usually NULL, which causes
the function to create a stack of at least “stacksize” by@.

“stack_size” is the size in bytes of the stack for the new thread. In most cases, this is set to zero, which
causes the function to use a default.

“start_routine” contains the function with which the new thread begirts execution.

“flags” specitles the attributes for the created thread. In most cases, a default value of zero cart be used.
Otherwise, this variable is ccmstructed from the bitwise inclusive OR of the following

“THR-DETACHED’ This detaches the new thread so that its resources can be used as soon as the
thread terminates. ‘his is set when one dces not want to stop execution for the thread to terminate.

“THR_SUSPENDED This suspends the new thread and does not execute tie “start_routine” until
requested.

“THR_BOUND” This causes the new thread to be bound to a prmessor.

‘THR_NEW_LWP” Increases the concurrency level for unbound threads by one.

“’THR_DAEMON This marks the new thread as a daemon.

“ncw_thrcad” points to a location where the ID of the new thread is stored. Normally set to zero and not
used.

Return values. “Thr_create” returns a value of zero when it completes successfully. Aotier v~ue kdicates ~ error.
Possible values are as follows:

“ EAGAIN” A system limit has been exceeded

“ENOMEM’ Not enough memmy available

“EINVAL” “Stack_base” is not zero, and “st.acksize” is less than the value returned by “Thr_rninstack”.
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3.15. Termination of a Thread

The call “void thr_exit (void *status)” is used to terminate a thread “status” is generally ignored unless this thread is
the last non-daemon thread, in which case it is set to zero.

The calls to create and terminate threads do not appear in the virtual encryption code itself. They appear in the code
that calls the virtual encryption process, and set up one or more threads to enter the virtual encryption code, with a
maximum of eight threads.
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4. Application to the SUN Workstation Environment

4.1. Overview of Sockets

The interface between the VCE encryption software and user applications running on a SUN workstation using the
Solaris UNIX-based operating system is through tie “sockets” concept supported by UNIX.

Smkets area basic component of interprocess communication. Users who have a need to communicate between
different programs on the same host or different programs on different computers can use the “socket” concept to
transfer data between the programs in a manner very similar to writing to and from files on a hard disk. To use the
socket concept for communications, the user must establish a socket in each program requiring communication. Once
this is done, a link must be set up between the two sockets over the network to provide communications. The TCP/IP
intemet protocols are used to support socket communications over a communications link.

4.2. Creation of Sockets

The user creates a socket using the “socket” function, which has the format

s - socket (domain, type, protocol)

In our applications, the domain is usually set to “AF_INET” to indicate an internet application. This can also be set to
“AF.UNIX” to indicate a UNIX application, which is used only between different programs running on the same host.
The second entry type refers to the type of socket being created. If type is set to “SOCK_STREAM”, tbe socket will
provide a hi-directional, reliable, sequenced, and unduplicated flow of data with no record boundaries. If type is set to
“SOCK.DGRAM”, a datagram socket is created, which ako supports the hi-directional flow of messages. Unlike the
stream socket, no guarantee is given that the messages will be received in the same order as they are sent, and
messages can be duplicated or even lost due to network problems. It is the user’s responsibility to ensure that all
messages sent are received in the proper order and that none are lost. For this reason, most applications use the
“stream” socket. The third argument protocol is used to specify the communications protocol to be used between a
smket pair. This is generally set to O to give the default protocol for the type of sccket in use, which, for the stream
socket operating over almost any kind of network, will be TCP/lP.

4.3. Binding of Sockets

Once the socket has been create~ a name must be bound to it so that remote programs cat identify and communicate
with the socket. In this case, a communications channel is defined by five pieces of informatiorx the protocol, the local
address, the lccal pat, the remote address, and the remote port. The protocol argument is the protocol to be used by
the communications link, snd is defined by the protocol requested when the sockets to be used at each end of the link
are established. Needless to say, the same protocol must be used at each end. The “local address” is the host name or
IP address of the host, and the “port” is the TCP port number used to refer to the process in the local host that contains
this socket. On the other end of the communications link, the “remote address” is the host name or IP address of the
remote host, and the port number is the TCP port number used by the program in the remote host using this socket.
There can be no more than one communications link in a network described by the same set of five unique identitlers.

The binding operation is performed by the “bind” fimction, which has the form

bind (s, (struct sockaddr *) &sin, sizof sin)

where “s” is the socket handle that was generated when the “scxket” function created the socket, and “sin” is a structure
containing tie elements “sin_addr.sin_addr” and “sin_port”. The frostenw in tie S~@m mustCOnUiUtie ~ ad~e=
of the host supporting this socket, and the second entry is the port number of the program containing this socket. If the
IP address of the host is not immediately how-n, there are functions supplied by UNIX that can provide the IP address,
given the name of the host.
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4.4. Accepting Connections

Once the sockets have been identified through the binding process, it is possible to setup a communications channel
between them. This is usually done in a client-server environment, with the client initiating the connection to the
server. Before this can be done, the server must paform two additional steps that allow it to receive comections from
clients. The fiist is to indicate the number of corrections hat can be queued at the server socket. This is done by
executing the “listen” function, which takes the form

listen (s, n)

The integer “s” is the socket handle for this socket which was returned when the socket was created by the “socket”
function, and “n” is the number of connection requests that can be queued up for connection to the sccket before
additional requests are refused. The second step hat has to be executed to setup the server socket is to execute the
“accept” function. This function takes the form

accept (s, (struct sockaddr *) & from, &from len)

where “s” is the socket handle for the program containing the socket in the server. Once this function is called, it will
block any fhrther execution of the server program, until a cfient socket makes a connection to it. Once this happens,
the “from” structure will contain the IP address and TCP port number of the client, and the function will return a new
socket handle which must be used for any fisrther writing or reading from this communications chaunel. This feature
allows the server program to return to the “accept” function to process further connections to this socket, while it is
simultaneously handling traffic through the socket which has just had a connection made to it by a client.

When a client wants to connect its socket to a server, it executes the “connect” fimction, which has the form

connect (s, struct sockaddr *) &server, sizeof server)

where “s” is the socket handle of the socket in the client program that wauts to make the connection, and “server” is a
structure containing tbe IP address and TCP port number of the server program in the server host. This function will
block until the connection is made, and ready for use.

4.s. Communication through the Sockets

Data is actually transferred over a connection between two sockets using the normal “read” and “write” system calls,
which are of the form

read (s. buf, sizeof but)

and

wtite (s. buf, sizeofbuf)

The integer ‘“s”’is tie socket handle for the socket, and “buf’ is a buffer (usually an array) containing the information
being transfened

4.6. Closing a Socket Connection

Once communication is completed, the connection between the sockets should be closed by the “shutdown” function,
which takes the form

shutdown (S,how)

The integer “s” is the socket handle, and “how” is an integer where O disallows further receives, 1 disallows further
tIaIISmitS, and 2 diS&OWS both.
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5. Key Handling

5.1. Approaches to Key Handling

Traditionally, key handling in a client/server network has been handled through direct negotiation between the servers
and clients requesting access to them. Each time a client requests connection to a server, it has to provi& a
usemame/password combination to the server to identify and authenticate itself. This has two major disadvantages.
First, the usemarne/password combination has to be transmitted over the network every time access to a server is
required, which poses potential security problems. These can be partially resolved by encrypting the passwords, but
this raises a key distribution problem. The second problem is that each server has to maintain its own
usemame/password table which will increase the work required to administer the network.

Kerberos is an application developed by Project Athena at the MIT to eliminate some of these problems. All password
information is stored in a central location known as a Key Distribution Center (KDC), aud passwords are never
transmitted over the network, even in encrypted form It also provides a method for key distribution so that each
session between a client and a server can be encrypted, hence a session cannot be monitored even by someone who has
access to tbe network communication media.

5.2. Overview of Kerberos

As mentioned above, Kerberos is basically a method to control access to servers from clients in a communications
network. To get access to a Kerberos network, a user must f~st log onto a terminal or workstation associated with the
network. While Kerberos can control access to any terminal or workstation connected to the network, the usual
procedure is to use the local operating system in the terminal or workstation to control access to itself, typically by
requesting a password from each user when they log onto the workstation.

After a customer has logged onto his workstation or terminal through his local operating system, they are ready to log
onto the Kerberos network. They do this by issuing a “kinit” command, in which they identify themselves in the
command line, and provide a network password when prompted. The user’s workstation makes contact with tie key
distribution center, and identities the user in its request for network access. The key distribution center returns an
initial “ticket” back to the customer, which contains a session key encrypted using tie user’s network password. The
workstation uses the password supplied by the user to decrypt tie ticke~ which contains, among other timgs, a session
key to be used for any further communications with the key distribution center. Lfthe user cannot supply the correct
password, the session key is destroyed, and the user cannot make any further attempts to access any resource on the
Kerberos network. After successfully receiving their initial session key from the key distribution center, the user cau
use this key to encrypt further communications with the key distribution center to request access to the servers on the
network.

When users requests a remote service, they do so by sending request to the key distribution center for access to the
server. If the user has authorized access to that particular server, they will be supplied with a session key. A copy of
the session key is also supplied to the server requested by tbe user, so that an encrypted session can be set up between
the user’s workstation and the server.

5.3. Application of Kerberos to this Project

A simplified version of Kerberos is used to provide key generation ad key dis~bution. Keys me zenerated in a key
distribution center for use by the virtual channel encryption processors distributed throughout the network. Once
generated, the keys are distributed to the encryption processors by a simplified version of t-be key distribution protocols
used by Kerberos.

When an encrypted channel is to be set up through the virtual channel encryption processor, a request is made to the
key distribution center for the DES keys necessary for the session. Upon verillcation that tbe user is authorized access
to the server, copies of the session key are sent to both the user’s workstation and the server. Once the key is received
at both ends, the key is loaded into the key matrix in the virtual encryption process at both ends, and communication
can then begin over the new link. When there is no longer a need for communication between the user’s workstation
and the server, the communication link is dismantled and the keys erased.
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5.4. Key Generation

Key generation in the key distribution center is done by applying the DES algorithm repeatably to a “seed’ supplied to
the key distribution center, when it is established and started. This method generates unique 64-bit keys for the DES
~gori~m for each session running through the virtual channel encryption processor.

5.5. Key Distribution

The user and the server are provided with f~ed key distribution keys which are used only for the purposes of key
distribution. The key distribution key for the user is lmown only by the user and the key dktribution center. The key
distribution key for the server is known only by the server and the key distribution center. The user and server do not
know each other’s key distribution keys. Only the key distribution center knows all of the keys, and for that reason,
they must be kept secure. The session k6y for the user is encrypted at the key dh-ibution center by the user’s key
distribution key, and the user decrypts the session key using the same key distribution key. The session key for the
server is encrypted at the key distribution center using the server’s key distribution key, and is decrypted at the server
by the server’s key distribution key. Once the keys are decrypted, they are loaded into the virtual encryption algorithm,
and the link between the user and server is ready for secure operation.

The encrypted keys are distributed through network scckets separate from those used by the virtual channel encryptor
to transmit encrypted data from one host to another. The key communication socket links are kept permanently in
existence, whereas those used by the virtual channel encryptor for encrypted communications are taken down when the
data link is no longer needed. This frees VCE channels for other use.

Key generation and distribution are illustrated in Fig. 16.
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6. Extension to an ExternaI VME-based Processor

6.1. Justification

The primary justification for moving the encryption process out of the workstation to a separate VME-based chassis is
to remove the encryption processing load from the workstation processor. The VME-based encryption process will use
a Motorola MC68030 microprocessor to run the encryption algorithm which is virtually identical to that used in the
workstation. In general, an external encryption processor will be more useful at a server than at a user’s workstation
due to the greater number of channels handled by a server.

6.2. Architecture

The VME-based encryption processor will be implemented on a single board VME based processor using the Motorola
MC68030 microprocessor. The board also contains RAM for variable storage, on-board PROM for program storage
and an Ethernet interface for communications between the VME board, the host workstation, and the rest of the
network.

The VME-based encryption processor will be fiist implemented on a board with a single Ethernet interface. This
interface will handle the traffic between the encryption processor and the user, as well as between the encryption
processor and the network, which will simplify debugging. This is au obvious security problem, since both clear text
and encrypted text appear on the network. Therefore, once the encryption processor with a single interface operates
properly, a second Ethernet interface can be iustalled on the board to separate the clear and encrypted text. The clear
text hen passes over only a very small intra-network consisting of the encryption processor and its associated
workstation, and no clear text is transmitted over the local or wide.area network.

The VME-based encryption processor will be rmmiug the encryption process under the VxWorks OS. When the code
for the virtual channel encryptor is working properly, it can be loaded into tie read-only memory (ROM) on the
processor board, eliminating any need for a disk drive, which reduces costs. VxWorks offers a number of utilities
which simplify the progr amming required to implement the VME-based encryptor, with the most important being those
which support the “socket” concept. The VxWorks sockets are compatible with the Solaris sockets used in the Sun
workstation, so the socket concept can be used to transfer data between the VME encryption processor and its
associated workstation, and to maintain connections over the network to a dktant workstation.

6.3. Implementation

The VME-based encryption processor can be implemented in two stages. In the fret, tie encrypted data is sent back to
the workstation for routing to a distant workstation over the network. In the second, the VME-based encryption
processor takes care of the routing as well, and maintains the encrypted connections to the dktant workstation by itself.
These two implementations are shown in Figures 17 and 18.

In the first implementation, 16 socket pairs are maintained between the VME-based encryption processor snd the
associated workstation to handle the 8 virtual channels that can be processed by the encryption processor. Each full-
duplex link will then have two socket pairs, one for transmission of cleartext data from the user’s application to the
encryption processor. A second socket pair will be used to trausmit the encrypted data back to the host workstation.
(Each socket pair is a full duplex link that can carry data in both directions simultaneously.) The workstation will then
route the encrypted data to another socket for transmission to the distant workstation. The sixteen socket pairs that
terminate in the VME encryption processor will be permanent. They will be set up when the encryption processor is
started, and will run continuously afterwards.

Once the fust implementation is working properly, it can be converted to the second phase, where the VME encryption
processor makes connections directly to the remote workstation. There will be eight sockets setup to handle the
encrypted data, bu~ initially, they are not connected to any destination. Once users on the workstation associated with
the encryption processor take control, they can direct the VME encryption processor to make tbe actual connection to
the remote workstation. This requires a separate control channel between the workstation and the VME processor to
direct the sockets to make the appropriate connections. This option reduces the load on the workstation processor,
since it no longer has to handle encrypted data.
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‘7. Areas for Future Work

There are a number of areas in which additional work can be done to make the virtual channel encryption concept more
useful. Some of them are listed below.

7.1. Hardware Implementation

Work needs to be completed on the VME implementation of the virtual channel encryption algorithm. The virtual
channel encryption code must be interfaced with the VxWorks operatings ystem and tested to verify that it operates
properly. Work must also be completed on the control protocols that operate between the VME processor and the
associated workstation or server.

7.2. UNIX Applications

The necessary user interfaces should be developed so that UNIX commands such as telnet and HP work with the
virtual encryption processor in the same manner as they do without virtual channel encryption, from the user’s point of
view. It would also be a good demonstration of tbe virtual channel encryption concept if it could be demonstrated in a
client-server link between a workstation and a server running an SQL database application.

7.3. Extension to Personal Computers

The virtual encryption processor should be rnstalled in a personal computer running one of Microsoft’s operating

systems such as Windows NT. The personal computer could then be used as a client to get access to a database server
over a network with the communications channel protected by encryption.

It could also be demonstrated with LINUX, a version of UNIX that will run on personal computers. Using the virtual
encryption process with LINUX maybe difficult, however, since cument versions of LINUX do not support threads.
Of course, a potentially udul project would be to extend the threads concept to LINUX.

7.4. Extension to Networks Other than Ethernet

Two obvious choices are FDDI and ATM. Both networks can operate at speeds much greater than those found in
Ethernet, and may replace Ethernet as workstations and servers demand higher network bandwidths. Most of the effort
would be in the modification to the device drivers that control the FDDI and ATM interfaces.
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8. Conclusion

This research helped in the understanding of making multi-threaded encryption algorithm in support of multi-context
switching encryption devices. The research allowed us to develop a software based virtual channel encryptor for the
SUN SPARC workstation to show proof-of-concept. The software implementation demonstrated that we could
maintain multiple encrypted chanuel contexts through a single DES algorithm. However, this mechanism was not
made transparent to the application. It required a knowledgeable user to setup the channels or a modification to the
application to have it call the encrypted socket or stream head. Although we were able to demonstrate tbe system with
several channels, we did not have the time to obtain performance measurements that could be included in this report.

Although the work successfully completed the software implementation on the Sun workstation, we were not
successful in completing the development of a working hardware implementation of the VCE. As described in the
paper, the hardware implementation would be based on the VME back-plane using the Motorola 68030
microprocessor. The hardware was procured and software modification had begun when the LDRD ended. This
research has led to auother research project called the Robustness Agile Encryptor that will deliver hardware this year.
Although we were unable to complete this work the research has made an impact.

The flmal delivery was to try and integrate the VCE concept into a data base. This work was never started. It was
determined that the approach would not have worked within a medium to large data base. This was tie first application
dropped to assure that concept work would be completed.

Although additional work remains to be performed in this area, the concept remains valid and there continues to be a
quantitlable demand for this type of technology capabdity, both in the defense and non-defense arenas.
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10. Appendices

10.1. LDRD Proposal

LDRD PROPOSED WORK
PROPOSAL COVER PAGE

Project TMe: Vial Channel Encryption

Responsible Project Manager (PM): Michael Sjulin, 9417

Principal Investigator(s): Dean J. Gibson, 9417, James A. Davis, 1423

Note h Preparer: These three topics (two for new proposals) maybe any length. However, they tnust~
in the space provided (this box).

Abstract (Nature of Work):
Modem networked computers typically support multiple simultaneous “virtual” communication channels to different
destinations over a single physical connection to a data communication network. Inherently, it has been difficult to provide
adequate security to virtual connections, although, the current solutions have employed encryption of everything passing over a
link between two nodes of the network (link encryption) or encryption of data upon entry and exit from the network (end-to-end
encryption). Both link and end-to-end encryption currently only suppti a single channel, either virtual or direct connect.
Another approach has been to encrypt the data fdes stored in a computer before transmission over the network (fde encryption).

This research proposes to develop a proof-of-principle system that will suppmt encrypting multiple virtual chaonels between the
user’s computer and the network without physically separating them, eliminating tbe need for multiplexing and demultiplexing
operations and for individual encryption devices to support each data channel. This approach would reduce the bulk and cost of
the equipment required to support a multi-channel communication system.

The issues to be addressed include the maintenance of multiple encryption algorithms inside a single encryption device,
synchronization of multiple encrypted virtual channels, transmission of routing information through the encryption units, and key
handling. Extensions of these concepts to protect an SQL database will also be investigated. Two approaches to implementing
this system for a database will be considered storage of the database objects in encrypted form, which would require encryption
and decryption for the data entering and exiting the database, aud encryption on access to the database, so that clear text
information in the database is transmitted in encrypted form over the network.

Work Proposed for Next Year:
A proof-of-pticiple system will be established in Department 9417’s Information Technology Lab (ITL) in Building 835, using
the Sun workstations as multi-user terminals and servers. A software-based implementation of the control system, utilizing DES,
will be installed onto several workstations to support multiple virtual channels. Key-handling issues, transmission of routing
information through tbe encryption algorithm, process control algorithms or protocol development, and channel synchronization
are topics that will be specifically addressed. An SQL database will also be installed on one of the machines for integration into
the communications network, so that research can be extended to support database access control and data protection.
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Scientific and Technical Soundness

Problem: A client or Server workstation connected to a data communication network often needs to establish
simultaneous communication channels to more than one destination. Even with only one physical connection between
the workstation and the network, multiple “virtual” channels can be supported over this link because typical data
communication technologies such as ATM and FDDI use data packets that contain addressing information which
allows the network to route the data to the proper destination.

Inherently, it has been difficult to provide adequate security to virtual connections, although, the current solutions have
employed encryption of everything passing over a link between two ncdes of the network (link encryption) or
encryption of data upon entry and exit from the network (end-to-end encryption). Both liuk and end-to-end encryption
currently only support a single channel, either virtual or direct connect. Another approach has been to encrypt the data
fdes stored in a computer before transmission over the network (file encryption). Protection of information passing
over the comection between the workstation and the network is still a research topic, since present encryption
techniques cannot handle multiple virtual channels going to different destinations over a single physical link. As an
example, link encryption, a current approach, encrypts everything passing over a link between two nodes of a network,
but also decrypts everything before the data can be prccessed by a network node for transmission to the next
destination. Another approach, end-to-end encryption, encrypts data upon entry and exit from the network, but this

approach has ~t~ tie number of virtuaJ channels on a physical link to one. A third approach, file encryption,
encrypts a file in the workstation before it is broken into packets for transmission over the network.

This research proposes to develop a proof-of-principle system that will support encrypting multiple virtual chmels
between the user’s computer and the network without physically separating them, eliminating the need for multiplexing
and demukiplexirtg operations and for individual encryption devices to support each data channel. The encryption
~gmithm wfil be placed ~ he Comnlmications m between a workstation anda network to process multiple virttd

connections using an end-to-end encryption technology for each virtual channel. The encryption device will need to
maintain a separate encryption prccess fro each virtual communications channel, passing the routing ad~ess for each
virtual channel around the encryption process.

Issues: Several technical issues need to be addressed as part of this project. The first is that of developing a control
algorithm to control several simultaneous virtual channel encryption processes using a single encryption en@e or
kernel. Each of these processes need to have the encryption keys and state variables maintained, the network address
information maintained, and each encryption process maintained in synchronization. There are issues surrounding the
generation and dktribution of dey data and t-bemethod by which this data is updated to support a secure open network
(Kerberos will be the starting methodology used to implement this task). The technique by which the routing address
information is maintained and passed around the encryption process will be derived from current end-to-end encryption
devices, but the actual implementation will more than likely require a change to support the multiple virtual channels
running concurrent y. Not only must methods be developed to maintain synchronization for N encryption processes at
each end of a virtual link, but a need to establish the practical value of N for a given system implementation is required.
Finally, the integration of this approach into query process of an SQL database needs to be addressed. One major issue
when encrypting data for storage in a database, is how will data be tagged to support plan text queries.

Approach: This proposal will support a two fold approach to implementing the mulit-virtual channel encryption
system. To support the approaches, a prototype data communications network will be established in Building 835
using the Department 9417’s Information Technology Lab (ITL).

In the fiist approach, a software-based encryption algorithm based on DES will be the encryption demel used on the
Sun workstations to perform the encryption process. A kernel control algorithm will be developd to control the
encryption processes required to maintain tie encryption state variables, key variables, and virtual link address
information. As a deamon to this process, an algorithm to maintain synchronization between the processes at each end
of a virtual link will be developed. A key-handling scheme, initially based on Kerberos, will be used to distribute and

uPdate the necess~ encryption keys throughout the network. The Kerberos security process will be modified as
required to better support the multi-virtual channel encryption process.

In the second approach, a hardware version of the control system described above will be prototype for insertion in
the link between a workstation and the network. The goal is to develop a device that performs these functions without
any need for software modifications in the workstation and will support a greater number of virtual channels. This will
also eliminate tie additional load that would be placed on the workstation processor in performing the encryption and
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decryption functions. Once the two approaches are implemented, the research to evaluate system performance and the
number of virtual channels supportable by the two approaches will be determined.

The final experiment will be to install an SQL database on one of the workstations in the lTL and augment the
algorithms to support the query functions for access into the database. This implementation will use encryption in
storing objects to and retrieving objects from the database. A means by which the system can tag data objects that are
encrypted to support the query functions of the database will need to be developed. The encryption processor will also
be installed between the database and the network to demonstrate that a user on the network will have full access to the
database with adequate network security.

Expected Results: At theend of this research, we expect to have develo~d in software the necessary algorithms to
handle multiple virtual links between workstations on a network, and to have developed a hardware protot~ which
will duplicate these functions. We will also have demonstrated that a user can access a database over a network using a
similar encryption process and will also have developed an approach to providing access separation in an SQL
database. We will have an understanding of the maximum number of virtual circuits supportable by a software and
hardware implementation of the system.

Creativity and Innovation

This project is an extension of tie current state-of-the-art in encryption technology into several new areas. The concept
of a multi-channel encrypter, along with the key distribution and encryption channel synchronization technologies
necessary to support it is new in supporting network virtual channels. As mentioned before, encryption technologies
are available for link and end-to-end encryption, but this work will extend to handle multiple virtual circuits over a
single physical link using the same encryption engine running concurrent encryption processes. Extension of these
ccncepts onto the access process for an SQL database provides some unique approaches to &ta security. The use of
multi-channel encryption technologies will lead to some new concepts for tie separation and protection of database
objects, and to new methods for controllkg the necessary access of multiple, simultaneous users to the database.

Project Plan

Milestones:

Implement DES in software on workstation
Modify encryption object to pass routing information
Create Encryption Process Control Algorithm
Set up key distribution scheme
Demonstra~e hardware encryption prototype
Install SQL database on a workstation
Modify SQL database to use encryption during storage/retrieval
Install encrypion process between database and network
Write SAND report

10/94
3/95
6/95
9/95
3/96
3/96
4/96
7/96
9/96
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Staffing
Dean Gibson, Lead Principal Investigator, 9417
Contribution Project management, Key distribution and virtual channel control process, and network design.
Biography: Education PhD in Electrical Engineering Work Related: dighl and analog circuit design, signal
processing, cryptographic equipment support, communication networks, aud software design.

James A. Davis, Principal Investigator, 1423

Contribution cryptographic support (key handling and algorithm implementation)

Biography: Educatiorx PhD in Probability and Statistics Wmk Related: weapn system analysis, applied
mathematics, and cryptographic application (for Command & Control projects).

Budget:
IW95 R-Es
FY96 ~S

IW95 DCS
FY96 DCS

FY95 Scs
FT96 SCS

Gibson (0.8), Davis (0.2), 9400 staff (0.2) - Total of 1.2 FfEs
Gibson (0.8), Davis (0.2), 903 staff (0.2) - Total of 1.2 FfEs

Hardware Implementation Components - 20K
None

Drafting Definition and Network Deftition - 5K
Shop support -----------------7K
SAND Reports Processing - 3K

Total – 10K

Impact

Vktmd channel encryption technologies could have a substantial impact on the protection of data on communication
networks and database storage systems. They would eliminate the need for the physical separation of communication
networks handling different types of sensitive information. Extended to database applications, these technologies
could permit the storage of different levels of sensitive information on the same computer, especially if the data is
stored in encrypted form. If one can use the appropriately approved encryption algorithms from NSA, it might be
possible to extend these concepts to the communication and storage of classified data.

These same concepts will be very useful in the evolving National Information Infrastructure. Here, tttey could be used
to provide protection for financial, medical, and other types of sensitive information, in both data communication and
data storage applications, eliminating much of the need for physical separation of the information to provide adequate
security. They would also provide a more seamJess means to providing encryption on a Wide Area Network (WAN) or
Local Area Network (LAN) where many user nodes are involved.

Signatures

James A. Davis, 1423, Principle Investigator Dean J. Gibson, 9417, Lead Principal Investigator

Michael Sjuhn, 9417, Project Manager Michael Eaton, 9403, Center Director
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10.2. FY 1995 Progress Report

Case Number 3517.270

Project Title Virtual Channel Encryption

Project Manager M. R. Sjulin, 9417

Principal Investigators Desrt J. Gibson, 9417

Abstract - A &scnptive project abstract (100-200 words)

Modem networked computers typically support multiple simultaneous “virtual” communication channels to diferent
destinations over a single physical connection to a data communication network. Protection of such comections has
been difficult due to tbe lack of encryption equipment capable of simultaneously processing multiple virtual channels
over a single physical connection.

This project is the development of a proof-of-concept system that will support the encryption of multiple virtual
channels over a single physical link between a user’s computer and a network, eliminating the need for multiplexing
and demultiplexing opwations and individual encryption devices for each channel. Both a software module for
installation in the user’s computer and an external hardware module to perform these functions are being developed.
Issues being addressed include: maintenance of multiple encryption algorithms inside a single encryption device,
synchronization of multiple encrypted virtual chsrmels, transmission of routing information though the encryption
units, and key handling.
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FY95 Accomplishments - (150400 words)

Background - This project addresses the need for security in the transmission of data over a
communications network from a workstation which can support multiple virtual channels over a single
network connection. Past approaches to this problem have required the demultiplexing of the virtual
channels into distinct physical channels, each to be processed by its own encryption device. This project
is the development of software and hardware which can encrypt multiple virtual channels simultaneously,
eliminating the need for demultiplexing and separate encryption devices for each channel.

Main conclusions/findings - A DE-S (Data Encryption Standard) algorithm has been modified to handle
multiple virtual data chamnels simultaneously, and has been installed on a workstation. A copy of tie
Kerberos network security software has also been installed on this workstation to provide key handling
and link control functions. From these activities, we conclude that one can perform tie virtual channel
encryption functions in a software module hat resides in the user’s workstation.

Recommendations, if any-It is recommended that this project be continued for another year to permit
the development of a hardware virtual channel encryptor to be placed in the communication link between
the workstation and the network. This will unload tbe encryption computations from tbe workstation
processor, substantially reducing the workstation’s workload.

A review of data -To handle multiple data channels simultaneously, the DES encryption algorithm
chosen for this project was modfled by stripping out ail of its internal variables, leaving only pure code,
so tlat it can handle multiple data streams simultaneously, with a separate data structure handling the
state variables for each data stream. The modilled DES algorithm has been inserted into a “STREAMS”
Ethernet driver to provide the encryption function needed for the virtual channel encryptor. The
STREAMS device driver concept features a mcdular approach to the design of device driver components
which simplifies the insertion of the encryption software.

Kerberos is a network security concept which controls access to the resources attached to a
communications network. A “key distribution center” is used to generate a set of “tickets” which are
given to each user to gain access to resources attached to the network. Each time a user requests access to
a resource, one of these tickets is used to establish a secure link between the user and that resource

Refereed publications resulting from the work Required info is as follows: Author(s), title of article, publisher,
where published, volume number, page numbers, date of publication (molyr) (see attached bibliographic reference
sheet for more detail)

none.

AU other publications resnlting from the work Required info is as follows: Author(s), title of article, name of
conference where paper was presented, date of presentation (mo/day/yr), location (city, state, country), volume
number, page numbers (see attached bibliographic reference sheet for more detail)

1
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Number of patent disclosures: None
(where the invention was at least in part attributable to LDRD
support)

Number of patent applications: None
(where the invention was at least in part attributable to LDRD
support)

Number of patents: None
(where the invention was at least in part attributable to LDRD
support)

Number of copyrights on computer software: None
(where the code was at least in part attributable to LDRD
support)

Number of students: None

(if ~Y) supported by the project

Number of post dots: None

(if ~Y) supported by the project

Number of permanent technical or scientific staff hired: None
(if any) supported by the project

Number of awards (and their names): None
by organizations outside tie laboratory to sn individual or
team attributed at least in part to LDRD support

Number of new non-LDRD funded projects: None
their amounts and source of funding

Your qualitative assessment about the completion of your milestones for the year in percent~

Your qualitative assessment about the direction of the project as a result of research or other findings (Please place an
X over the number of the statement that best describes your results)

x Goals met, hypothesis proved

2 Goals partially met, hypothesis modified

3 Goals substantially modiiled, hypothesis redefined

4 Goals not met, hypothesis disproved

5 Project terminated because:
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10.4. Listing of Code for the Vktual Encryption Process
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DISTRIBUTION

1
1
5
2

1
5
1
3

Ms 0431
MS 0451
Ms 0451
MS 0100

MS 0619
MS 0899
MS 9018
MS 0449

S. G. Vamado
J. H. Moore
M. R. Sjulin
Document Processing for DOE/OSTI,
7613-2
Print Media, 12615
Technical Library, 4414
Central Technical Files, 8523-2
R. A. Sarfaty
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:bil-version 10
:project pr0ject5

(
:files (vce5. bil)

:mot -window vce5 .mainwindow
:session -management (

:sessioning-method :none

1
:tooltalk (

:desktop-level :none

)
:internationalization (

:enabled :false

)
:res-f:le -types ()
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/’”” DTB-USER_cCJDE_sTART vvv Add file header below vvv ●**/
/**+ DTB_USER_CODE_END ‘-- Add file header above ‘A- ●**/

/“
● File: project5. c
* Contains: main () and cross-module connections
●

● This file was generared by dtcodegen , from project pro]ect5
.

● An y text may be added between the DTB_USER_CODE_START and

. DTB_USER_CODE_END Commend S (eVen non -c CDde] Descriptive comments
* are provided only as an aid.
.
● *“ EDIT ONLY WITHIN SECTIONS NARKED WITH DTB_USER_CODE COMMENTS **
. .. ALI, OTHER MoDIFICATTONs WILL BE OVERWRITTEN DO NOT KODIFY OR ● *
● ,* D~~~~lJ ~~E GENERATED COMENTS ! **

=/
#include
#include
#include
#i. cl”de
+Ji”clude
#l”clude

#include
#include

#include
#include
Sl”clude
#i”cl”de

#include
#include

#include
#include

<unistd. h>
<stdlib. h>
<stdio. h>
<sys/param. h>

<SyS/’C~S h>
<sys/stat. h>
<X1l/Intrinsic.h>
<Xm/Xm. h>
<xm/MwmtItil h>
<xm/Protocols. h>
<De/Help. h>
<Dt/HelpQuick D.h>
<Dc/HelpDial Og. h>
‘vce5_ui. h”

“projecz5. h”
“dtb_utils .h”

/...* *+***..*** *. . ..+*. **. **.*******+**.**...*.*...+**+*.*********.***..*.*
‘** D’TB_USER_CODE_START
● *.
*** A1l necessary header files have been included.
● ..
... Add i.cl”de files, types, macros, externs, and user functions here.
.../

xtAppCOn text aPP-usr - (XtAppContext )NULL;

/“
● command line options.

‘/
static XxmDption DescRec option CescList [1 - {

{” -session”, “*session”, Xrmoptlon SepArg, (XPointer)NULL]

/“’” DTB_usER_coDE-START vvv Add structure fields below vvv ***/
/“‘ DTB_u sER_cODE_END “-- Add strucLcre fields above ‘-” ●**/

1:

/“
+ Application Resources
+/

st;clc XtResource resources [1 - {
[“session<, , ‘,Session “, xtRString, sizeof (String) ,

XtOf fsetof (DzbAppResourceRec, session_f ile) , XtRImmediate, (XtPOinter) NULL)

/“” D?S-USEKCODESTART vvv Add structure fields beiow vvv ●**/
/’”’ ~TB-UsER-cODE–END ‘-A Add structure fields above ‘-- ●**/

1;

DKbAppResourceRec dtb_app_resOurce_ rec:

/’
+ main for application project5
●/

int
main (i”L argc, char ..argv)

WidTet

Display
xtAppCOn Eext
String
ArgList
Cardinal
ArgLlst

Cardinal
Atom

toplevel - (Widget) NULL;
●display - [Display. )NULL:

app - (XtAppCOn text )NULL;
*fall back _resources - (string *) NULL;
lnit_args - (Arg List) NULL;
num_init_args - (Cardinal)o;
get_resources_args - (ArgL1st )NULL;

aum_get_re source s_args - (Cardinal )O;
save _yourself_atom - [Atom )NULL;

/**`* `"`** *`*'' '`**' """'' "*"** ****"*"*******`*`'*"'***'"*'*'**'"''*`'**"""*
**+ DTB_USER_CODE_START
...
... NO initialization has been done
..*
... Add l~cal variables a“d code.
.*.,
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/“• ~B-~.=RcoDE_END
*.*

.,. End Of USeI ~de section
*..
+....**. ***.. +*. ***** **. *....*.*...***.***.+....****.****..**.***.**+*****/

toplevel - XtAppInitialize [&app, “Pr0ject5”,

option EescList, XtNumber (option DescLisC) ,
&argc, argv, fall back_ resources,
i“it_args, num_init_arys) ;

/’
. Get display and verify initialization was suCCeSSful

‘/
if (toplevel !- NULL)
r

display - xtDisplayOf Object (toplevel) ;

if (display -- NULL)
r

fprintf (stderr, ‘“could not open display. “);
exit(l);

)

/“
● save the toplevel widget so it can be fetched late= as needed.

‘/
dtb_save_topleve l_widget (TOPlevel );

/’
● Save the command used to invoke the application

‘/
dKb_save_command (argv[Ol ):

xrGetApplicati On Resources (tOpleVel, (XtPointer )&dtb_app_resou Ice_Tec,
resources, XtNumber (resources) ,
ger__resOurces_args, nurn_9et-resOurces-ar9 s):

/*. *..* . . ..*.. *. . . . . . . ..**.. *. . . . . . . . . . . . . . . ..*+* . . . . ..**. **..+ . . . . . . . . . . . .
*** DTB_USER_CODE_ST ART
..*
.,. A connection co the X server has been established, and all
... i“itia~i~atio” has been d~ne,
...

● *. Add extra initialization code after this comment.
*..,

app_usr - app;

/’” ~B_u=KmDE_END
. . .
. . . ~~d Of “Se Z ~de section
.*.
● *....**.. ****.... .....*.*...*..*..*-*.. ...*..*.*.*..***..*** ●...*.*....*./

/’
* Initialize all global variables.

‘/
dtbVce5Mainwi ndowlnfo_clear (&dtb_vce5_mai2 window) ;

/’
● Set up the application, s roor window.

‘/
dtb_vce5_mainwin dOw. mainwindow - toplevel:
XtVa SerValues (dtb_vce5_mainwin dew. mainwi. dOw,

xmNallowShel lResize, True,
XmNtitle, ‘VCE Receivinq Window” ,

XmNinitial State, Normal&ate,
xmNbackground, dtb_cvt_strin g_tO_pixel (dtb–vce5-mainwin dOw. maiDwindOw, “white” ),
NULL) ;

dtb_vce5_mainwin dow_initialize( 6 [dtb–vce5_mai nwindow) , dtb–get-t0Plevel_wid9 er( )):

/’
● Map any initially-visible windows

●/

save_yourself _atom - XmIntern AtOm(Xt DisPlaY(toPlevel )t
“wM_SAW_YOURSELF” , Fal Se) ;

xmAddWMProLocolCa llback [tOpleVel, S*.e_YOUTSel f-atOm,
drb_sessiOn_save, (Xt Pointer )NuLL) ;

/*.. *.*... *.. *... *.**... *.*. "*. . . . ..* . . . . ..*** *.. **. *. . . . . . . ..**. *.*. **..**
● ● + DTB_USER_CODE_ST.4RT
● .*

*.* All ioitially-mapped widgets have been created, but not
● .. =ea~ized set ZeSOUr~S on widgets, or perform other Operations

.** that must be completed before the toplevel widget is

.w. ==a~ized.

.../

/’” ‘ DTB_u =KCODLEND
. . .
. . . ~“d ~f US== ~~d~ .s~c~io”
**.

.*... **...*****..***.........**.*.. ● *.**. **. *..**.** *.*.*****.......** ..../
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XtRealizeWidget (toplevel) ;

/*.. *.*.. **. *. . . . . . . . . . ..** . . . . . . ..*. **. . ..** . . ..e ..........*** .....*+*...*

*** DTB_USER_CODE_ST ART
*..

**. The initial ly-mappd widgets have all been realized, and
*** ~~e XT ~~in 100? is about :0 be enteIec.

●.*,

/*** DTB_USER_CODE_END
***
... cod Of USCr cOde Secti On
● *.
***** ***. *+ .....*... ***+. *.*. *.*...*.+*..+...*.**.*...*.**.*.*.*+******.*..

/’
● Enter evenr loop

‘/
XtAppMain LOop(app) ;

return 0:

1

/ . . . ..*** *.**.. *. . . . . . . . . . . . . . . . . . . . . . ..*. *... *. . . . . . ..*. *.*. *.. **... +.*...
+-. DTB_USER_CODE_ST ART
...
... A~I ~~~~~~~ic~~~y.ge” e=ated data a“cj functions have been defined.

“**
● +. Add new fU.CttODS here, or at rhe top of the file.
.*.,

/“” ‘ ~LusER_CIJDE_END
● **
... E“d of “se= code S~CTiO”
*.*

● ....*.*.*.**.*.****. ● ......................*. *.......***.**** ●.**. *...*..,
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/’•* ~B_usEKCODE-sTARTvvv Add fik header below wv ***/
/““* DTLUSELCODLEND ‘“- Add file header above ““- .../

/’
.
*
●

.

.

.

.

.

●

*
●

.

.,

File: project5. h
Contains: object data structures and callback declarations

This flle was generated by dtcodegen, from projecr project5

Any text may be added between the DTB_USER_CODE_START and
DTB_USER_CODE_END comments (even non -C code) RsCrlpti Ve comments

are provided only as an aid.

.* EDIT ONLY WITHIN SECTIONS MARKED WITH ET B_USER_CODE CIXNEtJ”J.S **

.“ ALL OTHER M~D~~~~~~ONS WILL BE oVERWRITTEN CO NOT MODIFY OR ● *

.. DELETE THE GENERATED CO)-ff+ENTS! ..

,
#ifndef _PROJECT 5_H_
*define _PROJECT5_H_

#include <stdlib. h>
#include <Xll/Intrinsic. h>

/’
* Strucrure to store values for Application Resources

‘/
t~def struct {

char *sessi On_ file;

/“’” DTB_oSER_cODE-sTART vvv Add structure fields belOw vvv ***/

/“”’ DTB-uSER-CODE–END ‘-- Add strucrure fields above ‘-” ***/

} DtbAppResOurceRec:

extern DtbAppResOuIceRec dzb_app_resource_ rec;

/+ ....*.* *.. ***** .*. ***. =.. *...* **.*... *.....*** *.*** *.*.* .................

**• DTB_USER_CODE_START
..*
... ,r@d T~S, macros, a“d exter”s here
.../

/“” ~B_usER_cODE_END
..*
... End of u~er code section
.*.
***** ....*** **. *** ........*+* ***. *.. *.*** **+** .**** .....*** ****.. *.** ...../

#endif /* _PR0JECT5_H_ ●/
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/“”” DTB_uSER-CODE-START vvv Add file header below vvv ●**/
#include <unistd. h>

#include <sys/types .h>
%Lnclude <sys/stat. h>
+i”clude <sys/uio. h>
#include <stropts. h>

#include <sys/cent .h>
#include <err. o.h>
#include <sys/fcntl. h>
#include <stdio. h>

/*• * DTB_USER_CODE_END 6“- Add file header above ‘-- ***/

/’
. File: vce5_st. bs .C

● contains: Module callbacks and connection functions
,
. This file was generated by drcodcgen, from module vce5
*

● Any text may be added between the DTB_USER_CODE_START and
. DTB_USER_CODE_END commeots [even non -c code) Descriptive Commen Ts

● are provided only as at? aid
.

. .. EDIT ONLY WITHIN SECTIONS MARKED WITH DTB_USER_CODE COMMENTS ● *
* ., ALL OTHER MODIFICATIONS WILL BE OVERWRITTEN DO NOT MODIFY OR ● *

. ,. DELETE THE GENERATED COMMENTS ! ● .

“/

#include <Ztdio. h>
#include <Xm/Xm. h>
#include “dtb_utils. h”
#include ““ce5_”i, h”

/“
● Header files for cross-module connections

‘/
#include <Xm/Row”Column .h>
#include <Xm/Label .h>
#include <Xm/TextF h>

/``"' "*`"" *"`"*""""" *"*"* '**** *"`'"**"+'**`*"*""*"'"'**'*""'*""''*"`*""`*`+
*•* DT3_USEX_CODE_ST ART
● .*
.w* All nece~sa=y header files have been included.
...

.*. Add include files, types, macros, externs, and user functions here.

.../

extern XtAppCOntext app_usr:

void

check_data (
DtbVce5Mainwind0 w1nfo Clien:llata,
xtlntervalld callDsta

) ● ’ DTB_usEKcODLEND
*..
... End of USer code Sec:io.
...
...*. *... *.*.*..* *.**. *..*...*..........*.. ● .........*. **.... ●**.. ***.*.../

“old

vce5_textfield–CBl (
Widget widger,

XtPolnter clientData,
Xc Pointer call DaLa

)
{

/’”” DTB_usER_cODE_sTART vvv Add C variables and code below vvv ●*-/
/“’” DTB_usER-CODE_END ‘A- Add C variables and code above ‘-- ***/

DcbVce5Mai nwindow1nf0 dtbTargec - (DtbVce5Ma inwlndowInf o) clientData;

DtbVce5Main wind0w1n f0 instance - dtbTarger; /. obsolete ./

if (!(dcbTarget ->initialized) )
{

dtb_vce5_ma inwindow_in itialize (dtbTarget, dtb_get_topleve l_widget( ));

XtPopdown (instance ->mainwindow) ;

/“” DTB-USER–CODE-START vvv Add C code below vvv .../
?rintf [“action : vce5_cexLf ield_CBl( )\n”l ;

/*”” DTB_usER_cODE_END ‘-- Add C code above ‘-- .../

void
vce5_butt0n_CBl (

Widget widget,
XtPOincer clienmata,

XtPointer call Daza

)

/“”” DTB-UsER_CODE–START vvv Add C variables and code below vvv ●-*/
/’• ● DTkusER_CODE_END ‘n- Arid C variables and code above ‘A- ●+*/

Dtbvce5Mai nwindsw1nf 0 dcbTarget - (DLbVce5Mainwi ndOwInfO) c1ienrData:
DcbVce5Main wlndow1nf 0 instance - dtbTarget; /. obsoleLe ./

if (!(dtbTargec ->lnicialized) )

[
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dtb_vce5_mainwi ndow_initialize (dtbTarget, dtb_get-toplevel-widget ());
1

XrVaSetValues (instance ->textf ield,
XmNvalue, NULL,
NULL) ;

/*** DTB_USER_CODE_START VVV Add C code belo” V“” ●**/
XtVaSetValues (instance ->textf ield3,

XmNvalue, NULL,
NULL) ;

printf (‘action : vce5_butron_CBl( )\n”) :

/’”’ DTB_USER_CODE_END ‘-- Add C code above ‘-- ***/

1

void

exit_ func(
Widget widget,

XtPOinter clienroata,
XtPointer callData

)
{

/“’” DTB–USEFLCODE–START vvv Add C .ariables and code below vvv ●**/

exit(0);

/**- DTB_USER_CODE_END ‘-- Add c variables and code above ‘“- ***/

/’”” DTB–usER_CODE_ST ART vvv Add C code below vvv ***/
printf (“action : vce5_butTon2–CBl( )\n” );

/** * DTB_USER_CODE_END ‘-- Add c code above ‘AA .+./

void
activate_CB [

widget widget,

Xc Pointer client oata,

XtPointer callData

/*** DTB_USER_CODE_START vvv Add C variables and code belo” vvv .../
XtInterval Id timer_ id;
DtbVce5Mainwin d0wInf0 dtbTarget - (DtbVce5Mainwin d0wInf0) clientData;

DcbVce5Mainwin dow1nf o instance - dtbTaqet; /. obsolete ./

if (!(dtbTarget ->initialized) )

{
dtb_vce5_mainwimdow_ initialize (dtbTarget, dtb_get_toplevel–wid9 et( ));

1

/+ timer set for every 3 seconds (3000) ●/
timer_id - XzAppAddTimeOur (aPp–. Sr t 30120T check–data, instance);

/+ ● * DTB_USER_CODE_END ‘A- Add c variables and code above ‘“” ***/

/*** DTB_USER_CODE_START vvv Add c code below w“ +../

/’“ DTB–usER_cODE_END ‘-- ?.dd C code above ‘-- .-./

/.**.. *. . . ..*. *. . . . ..*. ***. *.. *. . . . . . ..**.. ***. **.. *.. *... *.*** .**. *.......
● ● ● DTB_USER_CODE_START
...
... AI~ au~~~a=ica~~y.generated data a“d f“”ctions have beco def ined

● **
..* Add “ew fUnctions here, or at the top of the file.
●*.,

void
check_data (

Dtbvce5Mainwin dow1nf o clientnata,
XtlTiteTval Id callData

)
{

XtInterval Id timer_ id;
int count, fd:

if ((fd - opm (‘“test_file” , O_RDWR: ) < 0)

i
printf (,“VCE module inactive\ n”) ;

timer_id - xtAppAddTlmeOut (app_usr, 5000, check_data. clientData) :
return;

)

ClOSe (fd) ;
prlntf (“VCE module found\ n- );
xtManagechild [clientDaca ->textfield_xowcolumn );
XtManageChild (clientData ->textf ield3_rowcolumn );

xtvasetvalues (client~ta->textf ield,
xmNvalue, “vcE_text_Or_f ile_name O,,

NULL) : /. unencrypted ./

XrVa SetValues (ClientData ->Lextf xeld3 t
mN”al”e, .vcE_text_Or_f ile_name”,

NULL) ; /* encrypted ./

/“** DTB-UXR_cODE_~ND
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● ☛✎

☛✎✎ ~n~ Of U*C~ c~,j~ ~~c=i~~
● *.
.................**...***..***...** ..*** ***** **.. *..*.** “...*..*****.*...*,

58



/“
● File: vce5_ui. c
● Contains: user module object initialize and creace functions
*

● This file was generated by dtcodegen, from module VCe5
.
* .* DO NOT “ODIFY By HAND ALL MODIFICATIONS WILL BE LOST **

●/

#include <stdlib. h>
#include <Xll/intrinsic.h>
#i”cl”de <X1l/Shell .h>
#include <Xm/PanedW. h>
#include <Xm/Main W.h>
#include <Y.m/Form h>
#include <Xm/PushB. h>
#include <Xm/RowColumn .h>
#include <xm/Text F .h>
#include <.Km/Label .h>

#include “dtb_ucils .h”
#include “project 5.h,8
#include “vce5_ul h,,

DtbVce5Mainwi nd0w1nf ORec dtb_vce5_mai nwindow -

{
False /* initialized */

):

/’
. Widyec c.reare procedure decls

●✏
static inr dtb_vce5_Main W1nd0w_Create (

DtbVce5Main windowl nfo instance,
Widget parent

>:/,
static inL dtb_vce5_con trolpane_create (

DtbVce5Mainwin dow1nfo instance,
widget parent

):
static int dcb_vce5_butt0n –create (

Dtbvce5Mai nwindowInf 0 instance,
widget parent

);
static int dtb_v=5_button 2-create (

DtbVce5Main w1ndow1nfo instance,

Widget parent

);
static int dtb_vce5_textf ield_create (

DtbVce5Mai nwlndowInf o instance,
widget parent

):
~tatic in t dtb_vcc5_button 3_create (

DrbVce5Main w:ndow1nf 0 lnsrance,
Widget parent

):
static inc dtb_vce5_cexzf 1eld3_creare(

Dtbvce5Mal nwl. $OwIn Co instance,
Witiqer paren c

);
static int d:b_vce5_tex:f1eld4–create(

DtbVce5Mal nwln60wInfo ixstance,
WxdqeE pare,r

):

inc
dtbvce5Malnwl neO.:r.f:_c. ear[DtbVce 5Mainwindow1nfo instance)

ret. rn 0;

1
instance ->lnitlallzed = Tzue;

dtb_vce5_ma inwindOw–create (instance,
parent ):

dtb_vce5_c0n trO1pne_crea Ce(insrance,
insrance ->mainwindow_form) ;

dtb_vCe5_bUtt0. _CTeate(in St3n~,
instance ->conrrolpane) ;

drb_vce5_bUtt0n 2–create( lnstancef
instance ->controlpane) ;

dtb_vce5_CeXLf lelC_CTCate (lns Lance,
instance ->conrrolpa. e) ;

dTb_vce5_bUtt0.3 –CrCate [insta. ce,
instance->controlpane) :

dtb_vce5_textf ield3_create (instance,
insrance ->controlpane) ;

59



dtb_vce5_textf ield4_create (instance,
instance ->controlpane) ;

/’
● Add widget-reference resources

*/

XtVa SetValues (in stance ->mainwindow_mai ”win ,

XmNworkWindow, instance ->mainwindow_form,
NULL) ;

/’
● Call utility f.ncrlons to do group layaut

‘/

/’
+ Manage the tree, from the bortom up.

“/
XrVaGetValues (instance ->textf ield_rowcolwn”,

XmNchildren , &children , XmNnumChildre” , &numChildre” , NULL) ;
XtManageChildren (children , numChildren );
XtVaGetValues (i.stance ->textf ield3_rowcol”mn ,

XmNchildren, &children, XmNnumChildren, &“ UrnChildren, NULL) ;
XtManageChildren (children, numChildren );
XtManageChild (instance ->button );
XtManageChild (instance ->button2 );
XtMa!IageChi ld(instance ->button3) ;

Xtl. faaagechild(instance ->textf ieldh );
xtvaGetval”es (instance->mainwindow_form,

XmNchildren, &children, XmN”umChildre” , &“umChildren , NULL) ;

XtMa. ageChildren (children, numChildren );
XtManageChild (instance ->mainwindow_form) ;
XtVaGetVal .es (instance ->mainwindow,

XmNchildren, &children, XmNnumChil&en, &numChildren, NULL) ;
XtMa. ageChildren (children, numChildren );

/’
● Add user and Connection callbacks

‘/
XtAddCallback (insrance ->button,

XmNacKivateCa llback, vce5_button_CBl,
(XtPOinrer )6(.instance));

XKAddCallback (instance ->butto”2,
XmNactivateCallba ck, activaLe_CB,
(XtPOinrer )6(. instance] );

XEAddCallback (ins Lance ->textfield,
XmNvalueChangedCal lback, vce5_textf ield_CBl,
(XtPOinter )s.(*instance: ):

XrAdd Call back (instance ->butt0n3,
XmNactivate Callback, exit_ func,
(XtPOinter )6(*inszance) );

return O;

1

static inc
dtb_vce5_mai nwind3w_create(

DtbVce5Mai nwindow1n fo instance,
Widqec paremc

>

i
XmString label_ xmstring - NULL:

Display *display- (parent -- NULL? NULL: XtDisplay(parent ));

lf (instan ce->mainwi. dow -- NULL) {
instance ->mainwindow -

XtVaCreate PopupShell (“mainwi”dow” ,
toDLeve LShellWidueTClass.
parent,
XmNallowShel lResize, True,
XmNtitle, “VCE Receiving Window” ,
XmNinitial State, Norma lStare,

XmNbackground, dzb_cvc_str inq_Lo_pixel (parent,
NULL) ;

if (instance->mainwindow -- NULL)
rel”rn -1:

if (lnsta. ce->mai. window_mainwi” -- NULL) [
instance->mai.wi” dow_mainwi” -

XtVaCreaceWidget( “dcb_vce5_ma inwln Cow_mainwin ‘,,
xmMaln WindowWidgetClass,
i.sza. ce->mai”wi”dow,
XmNbackground, dtb_cvt_strin g_to_pixel (instance ->mainwlndow, “white” )~
NULL) ;

if (instan ce->main window_mainwln -- NULL)
Teturn -1:

If (instance->mainwindow_form -- NULL) {

ins Lance ->mainwindow_foxm -
XtVaCreateWidget( “main window_ fozm-,

xmFormWidgetClass,
ins Cance->mai nwi”dow_mai. win ,
XmNnargi” Heiqhc, O,
XmN!nargin WidLh, 0,
XvNresize Policy, xmRESIZE_GROW,
XmNheight, 287,
XmNwidth, 520,
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XmNbackgrOund, dtb_cvt_string_to_pi xel (instance ->mainwindow_main win, “white” ),
NULL) ;

)
if (instan ce->mainwindow_ form ‘- NULL)

return -1 ;

return O;

)

static int
dtb_vce 5_con trol pane_ create (

DtbVce5Mainwindow1 nfo instance,
Widget parent

)
[

if (instance -xontrolpane -- NULL) {
instance ->controlpane -

Xtvacreatewidget( “control pane” ,
xmFormWidgetClass,
parent,
xmNbOtKOmAttachmen t, xmATTACH_NONE,

XmNrightOffset, G,
XmNrightAttachment, XmATTACH_FORN,
xmNleftOffsec, 1,
xmNlef tAttach.en r, XmATTACH_FORM,
XmNtOpOf fSet, 1,
xmNtopAr.tachment, XmATTACH_FOWM,
xmNresize POlicy, XmRESIZE_GROW,
XmNmargin Height, O,
XmNmargln Widrh, O,
XmNheight, 285,
XmNwidth, 519,
XmNy, 1,
XmNX, 1,
xmNbackground, dcb_cvt_strin 9–co–pixel (pareotr “Blue” ),

NULL) ;

;
if (instance ->controlpane -- NULL)

return -1:

retcrn O;

static int
dtb_vce5_button_ create (

DtbVce5Mai nwindow1nf o instance,
Widget parent

XmStri”g label_xmsEring - NULL;

label_xmstring - xmstringCreateLocal ized (“Clear” ):
if (instance ->button -- NULL) [

instance ->bucton =
XtVaCreateWidget (“button”,

xmPushButcon WidgetClass,
parent,

xmNbottomAtKachmen t, xmATTACH_NONE,
XmNrightAttachment, XmATTACH-NONE,
xmNleftOffset, 53,
XmNleftAtcachment, xmATTACH-F0Rt4,

xmNtoFOf fset, 247,
XmNcopAtLachmen L, XmATTACH_FORM,
XmNrecOmpute Size, True,
XmNalignment, XmALIGNMENT_CENTER,
XlllNy,247,
xmNx, 53,
xmNbackground, dtb_cvr_scrin 9-tO-Pixel (pre.Zf “yellOw” ),
XmNlabel String, la bel_xmstrlng,
NULL) ;

xmSLringFree (labei_xmstrin91 :
label _xms:rln? - NULL:

;: [instance ->butron -- NULL)
rerurn 1;

retuzn O:

1

static inr
dtb_vce5_button 2_cIeate(

DtbVce5Mainwin dow1nfo instance,
Widget parent

)

XvString label_ xmstring - NULL;

label_ xmstring - XmStringCreaLe Localized [“Actlvatef’ );
if (insrance->button2 -- NULL) {

instance ->butto.2 -
XrVaCreateWidget (“bu Lcon2”,

xmPushButton widgetClass,
parent,

XmNbottOmAztach.en t, XmATTACH-NONE,
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XmNrightAttachment, XM&TTACH_NONE,
XmNleftOffset, 170,
xmNlefrAttachment, xmATTAcH_FORM,
xmNtopoffset, 99,
xmNcOpAttach.ent, XIIIATTACH_F0RJ4,
XmNrecompuze Size, True,
XmNalignient, XmALIGNMENT_cENTER,
XmNy, 99,

XmNx, 170,
XmNbackground, dtb_cvt_strin g_to_pixel (parent, “Yellowm,),

XmNlabel StIing, label_xmstri”cj,
NULL );

XmStringFree [label_ xmstring);
label _Mnstring - NULL;

)
if (lnsxance->button2 -- NULL)

return -1;

static int
dtb_vce5_textf ield_create(

DtbVce5Mainwindow1 nfo instance
Widget parent

)

XmString label_xnstring - NULL:
Ar9 args [47]; /* need 42 args (add 5 to be safe) ./
int n-0;

if (instance ->textf ield_rowcolum” -- f4ULL) [

inszance ->textfiel d_rowcolumn -
XtVa CreateWidget (“textf ield_rowcolumn -,

xmRowColumn WidqetClass,
parent,

XmNbOttomAttachmen t, XMATTACH_NONE,
XmNrightAtcachment, XmATTACH_NONE,

XmNleftOffset, 45,
XmNleftAttachment, XmATTACH_FORM,
XmNto~ffset, 159,
XmKtopAttachme3 r, xmATTACH_FORM,
XmNadjustLast, True,
XmNspaclng, 0,
XmNmargln Width, O,
XmNmargin Height, O,
XmNe. cryAlignmen L, XmALIGNMENT_END,

XmNorientation, XITHORIZONTAL,
xm~y, 159,
Xmsx, 4.5,
NULL) ;

)
if (instance ->textf ield_rowcolumn -- NULL)

return -1;

label_xmstrkng - xmStringCreateLOca lized (“Une5crypted Text: “);

if (insran ce->textf ield_label -- NULL) [

1
if

if

insrance ->texcfleld_label -
Xrvacreacewxdgcx (,“textfield_label” ,

xnLabel WidgecClass,

instance ->texrf ield_rowcolumn ,
Xm!ilabelstring, label_xmscring,
NULL) ;

mStri”g?xee [label_xmstling);

label _mst::.’j - NULL;

(instance ->rexcfield_label ‘- NULL)
return -1;

(insrance->texc field =- NULL) [
n-o;
XtsetArg(args [”] , XmNmaxLengrh, 80) : ++”;

XxSetArg(args [n] , XmNeditable, True) ; ++” ;

XtSetArg(args [n] , XmNcursor Posit ionVisible, True) ; ++. ;
XtSetArg(args [”] , xmNcol”mns, 42) : ++” ;

instance ->textfield -
XmC1eateTextField [instance ->textf ield_zowcolunn,

,qtextflelti,< args, n );

(insrance->texc field -- NULL)
return -1;

lf

rccurn 0:

static int
dEb_vce5_b”tt0n 3_create [

DtbVce5Main window1nfo instance
widget parent

[
Xmstring label_xmstring - NULL:

label_ xmsrrlng - xrStri”gCreaLeLocal ized(” Exic” );
If (instance ->button3 -- NLILL) [

instance ->b,utton3 -
XtVaCreateWidqet (“button3” ,
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xmPushButton WidgerClass,
parent,
xmNbottomAt tachmen t, XmATTACH_NONE,
XmNrightAttachmen K, XmATTACH_NONE,
XmNleftOffset, 273,
XmNleftAttachmenz, XmATTACR_FO~,
XmNto@ffset, 100,
XmNrOPAttachmen t t XmATTACH_FORM,
XmNrernmpute Size, False,
XmNalignment, XmALIGNMENT_CENTER,

XmNheight, 23,
XmNwidth, 50,
XmNy, 100,
MINx, 273,
XmNbackground, dtb_cvt_string_to_pixel (parent, “Yellow” ),
XmNlabel String, label_xmstring,
NULL) ;

XmStringFxee (label_ xmstring) :

iabel_xmstring - NULL;
1

if (instance ->button3 ‘- NULL)
return -1;

return o;
)

static int
drb_vce5_textf ield3_create (

DrbVce5Mainwin dow1nfo instance,
Widget parent

)
[

XmString label_xJnstring - NULL;
Arg args [50] : /* need 45 args (add 5 to be safe) ‘/
int n-0;

if (instance ->textf ield3_rowcolumn -- NULL] {
instance ->textfield3_rowcol umn -

XrVaCreateWidget (“textf ield3_rowcolumn” ,
xmRowColumn WidqetClass,
parent,
xmNbottomActachmen t, XrnATTACH_NONE,
xmNrightAttachment, XmATTACH_NONE,
Xmlefroffset, 62,

xnNlef tAttachmen t, XmATTACH_FORM,
xnNtopOffset, 196,
xmNtOpAttachmen t, XmATTACH_FORM,
XmNadjust Last, True,
xmNspacing, O,
XmNmargin Width, O,
XmNmaIgin Height, O,
xmNentryAlignment, XmALIGNMENT_END,
XmNorientation , XMHORIZONTAL,
XMNV, 196,
XMN; , 62,
XmNforeground, dtb_cvt_stri. g_ro_pixel (parent, “Red” ),
NULL) ;

1

;f (instance ->textf ield3_rowcolumn -- NULL )
return -1;

label_xmstring - XmStringCreateLoca lized( “Encrypted Text:” ):

if (instance ->textfield3_label -- NULL) {
instance ->texzfield3_label -

XtVaCreaceWidget (“rextf ield3_label” ,
xmLabelWidgetClass,

xns~ance->textf ield3_rowcolumn,
XmNforeground, dtb_cvt_str ing_ro_pixel (ins’cance->cextf ield3_rowcolumn, “Red” ),
XmNlabel String, labei_xmstrlng,
NULL) ;

XmStringFree (label_xmstring) :
label_xmstring - NULL;

J
if (instan ce->textfieid3_ label ‘- NULL I

return -1:

if (instance ->cexrfield3 -- NULL) [
n-o;

xtSetArg (args [n1, XmNmaxLength, 80) ; ++” ;

Xtset?+rg(args [n] , XmNeditable, True) : ++. ;

XtSetArg(args [n] , XmNcursor Position Visible, True) ; ++n;
XtSetArg(args[nl , XmNcolumns, 42) : ++n:

xtSetArg(args [n1, xmNf oreground t dtb-cvr-string-to-pixel (instance ->textf ield3_rowc01umn, “Red” )): ++”;

instance ->textfield3 -

xmCrea’LeTextFie ld(instancc->Kextf ield3_rowcolumn,
‘text field 3”, args, n );

~f (instance ->cextfield3 -- NULL)

return -1;

return C;

1

static int
dtb_vce5_textf ield4_crea’ce(

DtbVce5Mainwin d0wInfo instance,
Widget parent
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Arg args [19] ; /* need 14 args [add 5 to be safe) -/
int n-0;

if

1

if

(instance ->textCield4 -- NULL) {
n-o;
XtSetArg(args [n] ,
XtSetArg [args [n],
XLSetArg (args [n],

xtsetArg (args [n] ,
XtSetArg(args [n],
Xt.$etlirg(args [n],
xtsetArg(args [n] ,
XL5etA:g [args [n ],
XcsetArg(args [n1,

XLSetArg(args [n 1t
XtSetArg (args [n],

XtSetArg (args [n ],
XtSetArg (args [n],

XtSetArq [arqs [n1,

XmNbottomAttachment, XmATTACH_NONE ); ++n:
XmNrightAttachment, xmATTACH_NONE ): ++n:
XmNlef EOffset, 157) ; ++”;

XmNlef TAtKachment, XmATTACH_FOSJl) ; ++n;
XmNtOpOffset, 46) ; ++n;

XmNtopAttachmenz, XmATTacH_F0?U4) ; ++n;
XmNvalue, “Transmission Functionss, ); ++.;
XmNmaxLength, 80) : ++n;
XmNx, 157); ++n;

XMNY, 46); ++” ;

XmNeditable, False) : ++”;

XmNcursor Posit ion Visible, False) : ++” :

XmNcolum”s, 23) ; ++n;
XmNbackgrOund, dtb_cvt_stri ng_to_pixel (parent, “Gold” )); ++n ;

instanc~; >t6xtfield4 =
XmCreateTexcFie ld [parent,

“textf ield4”, args, n) ;

(instance ->textfield4 =- NULL)

return 1;

return 0;
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/’
● File: vce5_ui. h

+ Contains: Declarations of module objects, user create procedures,
. and callbacks.
.

● This file was generared by dtcodegen, from module vce5
,
“ .. ~ NOT MODIFY By HAND - ALL MODIF1~T~ONS WILL BE LOST ..

‘/
#ifndef _VCE5_UI_H_
#define _vcE5_U1_H_

#include <stdlib. h>
#include cX1l/intrinsic.h>

#include “dtb_utils. h”

/“
● User Interface Objects

/:’
* Shared data structures

*/

t~def struct

Boolean initialized:

widget mainwindow; /. object “mainwindow” */

Widget mainwin dow_mainwin:
Widger mainwindow_form;

wid~et control pane;

Widger button:
Widget buzton2:

Widget textf ield_rowcolumn; /. object “text field” ●/
Widget rextf ield_label;
Widqet text field;

widget button3:

Widqec text field 3_rowcolumn; /. object ‘0rexrfield30, ./

Widget textf ield3_label:
Widget textf ield3;

widget Lex:field4;

1 DtbVce5Ma1nwlndowIn foRec, ●DtbVce5MainwindowInf o;

extern DtbVce5Mai nwindowInf0Rec dtb_vce5_mainwin dew;

/“
● Scructcre Clear Procedures: These set the fields to NULL

‘/
int dcbVce5Ma13 windowln fO_clear (DtbVce5Mainwi. d0w1nfo instance) ;

/’
* structure Initial, zat ion Procedures: These create Che widgets

‘/
inr dtb_vce5_ma:. wlndow_lnitialize (

DtbVce5Ma13 wln60wIcf0 instance,
Widgez parenz

):

/’
● ,user Ca:l backs

‘/
void exi L_ func(

wid~e: W:cce:

xtPOL. zer c., er.L3ata.

XtPO:n Ter c.. .>:a

/’
* connections
‘/

void vce5_sex Cf1eli_CB: :
Widget ,..ldgec,

xrPOinter clle. tDaza,

XtPOin Ler call~ata

):
void v=5_bur Los_CB1 [

Widget widget,

XtPOinter clientData,
xtpointer call Dara

),
#e”dif /* _vCE5_U1_E_ ●/
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/“
● File: dtb_utils. c

● CDE Application Builder General Utility Funcrions
.

* This file was generated by dtcodegen, from projecc project5
●

. .. DO NOT MODIFY BY HAND ALL MoDIFICATIONS WILL BE LOST ..

“/

#include <unistC. h>
Si”clude <stdlib. h>
#include <stdio. h>

#include <sys/param .h>
Ui”clude <sys/stat. h>

#i”cl. de <xm/xm. h>
+i”clude <Xm/Form. h>
Ni”clude <xm/Frame .h>
#include <xIn/Label .!I>
#include <Xm/Message B.h>
#include <Xm/PanedW. h>
#include <Xm/PushB. h>
ti”cl. de <xm/Sash P.h>

#include <Xm/RowCOlumn h>
#include <Dt/Help. h>
Ui”clude <Dt/HelpD1alOg h>
i#incl”de <Dt/HelpQuickD. h>
einc; ”de <De/Session ,h>
#i”cl”de <Dt/Dnd. h>

#i”cl”de “dtb_utils. hm8

#ifndef min
#define min(a, b)
#e”dif

#ifndef max
#define max(a, b)

te. dif

tifndef ABS
#define ABS(X) ((
$endlf

Iypedef str. cc
{

Widget
DtDnd PrOtoCOL

(a) < (b)? (a):(b))

[a) > (b)? (a):(b))

) >-o? (x):(-(x)))

widget;
protocol:

unsigned char o~rations:
Boolean bufferIsText;

Boolean al lowDro~n RoocWi ndow;
Widger sOurce IcOn:

DtbDndDragCallback callback:
XtCa 1lback Rec convertCBRec[21 :
XtCallback Rec dragToRootCBRec[21 :
xtc.llback Rec dragFinishCBRec[ 2 ):

1 DtbDragSiteRec, *DtbDragSite;

yypedef sKruct

Widget widget;
DtDnd ProzocOl protocols;
unsigned char O~IatiOns:
Boolean texr IsBuffer;
Boolean dropsonchildren:
Boolean preserve Previous Registration;
DtbDndDropCallback callback;
xtCallback Rec animateCBRec[ 2] ;
xrCallback Rec transferCBRec[ 21 ;

] DtbDropSiteRec, ●DtbDropSite:

/“
● This structure keeps track of widget/menu pairs

‘/
yypedef struct

Widget widget;
Widget menu;

! DtbMenu Ref Rec, .DtbMe”. Re:;

/’
● Pxivate :unctions usefl for dynamic centering of objects

“/
static void center_widget (

Widget form _chiid,
DTB_CENTERI NG_TYPES ~YF

);
srarlc void uncenter_widger(

Widget form_ child,
2TB_CENTER1 NG_TYPES tm

);
static void center inq_ha. dler(

widget widget,
XtPOlnter client_da:a,
XEvent ●event,
Boolean ●con T_dispatch

i
* Static functions used for dynamic aligning of group objects
●/

stitlc Widget get_label–widget (
Widget widget

);
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static Position ger_Of fsec_f rOm-ancestOr (
Widget ancestor,
Widget w

);
static Dimension get_label–width(

Widget widget

);
static void gec_widest_label (

WidgetList list,
int count,
Widget ●child_widget,
Dimension ●label_width

);
static void get_widest-val. e(

WidgetLisr list,
int count,
Widget .child_widgec,
Dimension *wil”e_width

);
static void get_wid9et–rect [

Widqet widget,
XRectangle .rect

),
static void get_greatest_size (

Widget *list,
inr counc,
int ●width,
int ●height,
Widget ●tallest,
Widget *widest

);
static void get_grOUp–Cel l–Si Ze (

Widget parent,

DtbGroupInf o ●9=0up-.inf0,
int .cell_width,

int *cell_height

):
static void get_grOup_lOW_COl (

Widget parenr,

DtbGroupInf o ●grOup_inf 0,

inr ●rows,
int .mls

):
static Widget get_group_child (

Widget parent,

DtbGroupInf o .gr Oup_inf O,

int X—PS J
int Y-POS

);
static void align _children(

Widger parent,
DtbGroupln ZO .gr Oup_in f0,

Boolean init

);
static void align _handler(

widget widget,

XtPOinter cl Le>t_data,
XEvent .e”ent ,

Boolean .canc_dlspatch

);
static void expose_ handler (

Widget “idqet,

XtPointer cllesc_da Ea,
XEvent ●event,
Boolean .co Dt_dispacch

);
scat Ic void free_grOup_infO(

Widget widget,

XtPOinrer clie?t_data,
XtPoin ter call_data

);
sta~ic void align _rows [

Widget parent,

DtbGroupIofo .grOup_inf O,

Boolean lnit

);
slaric void align _cols(

Widget parent,

DtbGroupln fo ●grOup_inf O,
Boolean init

):
static void align _left(

Widget parent,

3tbGroup1nf o ●grOup_inf 0

);
sratic void align _right(

Widget parent,

DtbGroupInf O *grOup_inf O

);
static void allgn_labels(

Widqec parent,

DLbGrouplnf o ●grOup_in fo

1:
&taric void align _vcenreI (

Widget parent,

DtbGroupl “ fo .group_icf O,
Boolean init

);
static void align _cop(

Widyer parent,

DcbGro.plnf o ●grO. p_in f0
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);
static void align _bottom [

Widqet parent,
DtbGroupInf o *grOup_in f0

);
static void allgn_hcenter(

WidVer pare”c,
DtbGroupInf 0 .grOup_lnf 0,

Boolean lnit

):

/’
● P1ivace functions used for finding paths

‘/
static int determine_exe_dir(

char .argvo,

char ●buf,
int bufsize

);

static inc determine_ exe_dir–from–ar9v(
cha T ●argvo ,
char *buf,
int bu:size

);

static inc determine_ exe_dir-from-path [
chaz ●argv O,
char ●buf,
int bufsize

);

static Boolean path_ is_executable (
char ●path,
uid_c euid,
gid_: egid

):

sratic void dtb_popup-menu (
Widget widget,

XEven t -event,
string .params,

Cardinal ●n”m_params

);

static void dtb_popup_men u_destrOycB(
Widget widget
XtPolnter cliencData,
XtPointer call Dara

):

static inr dtb_drag_terminate (DtbDrag Site dragsite) ;

static void dtb_drag_buc LOn l_mOLion-handler(
Widget draglnltiator,
XtPOinter clientDara,

XEvent .e”ent

),

static void dtb_drag_button 2_event_handler(
widget drag Initiator,
XtPOinrer client Data,

XEvent *event

);

static int dtb_drag_scart (Dtb Drag Site drag Site, XEvent .evenz );

static void dtb_drag_con vertCB(
widget dragcontexc,
XtPoir,ter cliencData,
XtPointer call Data

):

staric void dtb_drag–to–rootCB(
Wldyet dragco. texz,
XtPolnter. clientData,

XtPointer cail Da7a

);

static void dtb_drag–finishCB(
widget dragconcexc,
xtPolnter clientDaca,
XtPOinter call Data

);

static void dtb_drop_an imatCCB[
Widqet dragContext,
XtPOinter clientData,

XtPOinter caLIData

);

sr-a=ic “oid drb_drop_tran sferCB(

Wldgez dragcontexl,
XtPolnter clientData,
Xc Pointer call>ata

),

I*
● variable for storlnq client session save callback

‘/
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static DtbClient Session SaveCB dtb_client_sess ion_saveCB - NULL;

/’
. Variable for storing top level widget

‘/
static Widget dtb_projecc_topleve l_widget - (Widget )NULL;

/’
* Variable for storing command used TO invoke applicstio”

‘/
static char *dtb_save_comma nd_str - (char ●)NULL:

/’
* Variables Lhat keep track of which memus go with which widgets

‘/
static DtbMenu Ref popupMenus - NULL;

static int num POpupMenus - 0:
e~nclude <Dt/Dnd .h>

#define DRAG_THRESHOLD 4

static Boolean drag In Progress - False;
static int draglnitial X - -1;

static int dragInitialY - -1;

/’
* Directory where the binary for this process whate loaded from

‘/
static char .dtb_exe_dir -

/’
* Application Builder utility f~ncs

“/
/.

[char ● ]NULL;

● Create/load a Pixmap given an XPM or Bitmap files
. NOTE: this allocates a server Pixmap: it is the responsibility

. of the caller to free the Pixmap

●/
int
dtb_cvt_f ile_to~ixmap(

Str:ng file Name,
Widget widget,

Pixmap .pixmapReturn Ptr

udef ine pixmapReturn (.pixmapReturn Ptr)

Pixmap pixmap - NULL;
Screen *screen - NULL;

Pixel fgPixel - 0:
Pixel bgPixel - O;

char image_path [NAXPATHLEN+l 1;
Boolean pixmap_found - False;

/’
● Get default values

‘/
screen - XtScreen Of ObjecK (widge~) ;
fgPlxel - White Pixel Of Scree” (screen );

bgPixel = Black PlxelOf Screen (screen ):

/’
* Getproper colors for widget

‘/
XtVaGetValues (widget,

XmNforeground, 6fg Pixe1,
XmNbackground, &bg Pixel,
NULL) ;

/’
. In CDE, XmGetPixJnap handles

“/
lf (!pixmap_found)

{
pixmap - XmGetPixmap(screen

xpn files, as well

fileName, fgPixel, bgPixel) ;

)
1. NULL) && (pixmap !- XmUNSPECIF IED_PIXMAP) ):pixmap_found - (;pixmap

if (!pixmap_found~

[
sprintf (image_path, “%s/%s”, drb_get_exe_dir (), fileName);
pixmap - XmGet PixJnap[screen, image_path, fgPixel, bgPixel) ;

)
pixmap_found - ((Pixnap !- NULL) 66 (pixmap !- XmUNSPECIFIED_PI XNAP) ):

if (!pixmap_found]
,

sprintf (image_path, “%s/bitmaps/%s”, dtb_get_exe_dlr (), fileName);

pixmap - xmGec Pixmap( screen, image_path, fgPixel, bgPixel );

)
pixmap_fou”d - ((pixmap !- NULL) && (pixmap !- XmUNSPECIF IED_PIXMAPl ):

if ( !pixmap_f Ounti)

1
return -1;

pixmapReturn - pixmap;
pixmapReturn - pixmap:

return O;
*u. def pixmapReturn
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/’
* Sets both The sensitive and insensicve pixmap$

‘/
inL
dtb_set_label_f rOm_bicmap_dar-a(

Widqet widget,

int width,

int height,

unsigned char *bitmapData

)
(

Display
Screen
Drawable

long bgPixel

long fgPixel

unsigned int depth -

Pimap

if ( (widget -- NULL)

II (width < 1)
1I (height < I)
)I (bitmapData --

●display - NULL;
‘screen - NULL;
window - NULL;

- o;
- o;
o;

label Pixnap - NULL;

NULL] )

return -1;

/“
* Get a whole slew of information X needs

“/

Pixel widgetBg - O;
Pixel widget Fg - O;
int widget r)epth - O;

display - XtDisplay(widget; ;

screen - XtScreen (widget) ;
w%ndow - Xthlndow(widvet) ;

:f (window -- NULL)

/. Widget bas “or bee” realized, yer ./
window - RootWindowOf Screen (Scxee” );

XtVaGetVaiues (Xtls Subclass (widget, xmGadgetClass) ? XtParent (widget) : widget,
XmNbackground, &wldgetBg,
xfnNforeground , &widgetFg,
XmNdepth , Swidgemepth,

NULL) ;
bgPixel - “ldgeti?g ;

fgPixel - widgecFg;
depth - widget wpth;

/’
● Creaus the pixmap

‘/
label Plxmap - XCxeate Pixmap?romBicmapData (

display,
window,

(char ●) bitmapData,
width, height,

fqPixel, bqPixel,
d=pth) ; -

if (la bel Pixmap -- NULL)

rerurn 1;

dtb_set_labe l_pixmaps [widget,

return O;

/’
* Sets the label and insensitive
●

label Pix8nap, NULL) ;

label pixmaps of the wldqet.

● If either (or both) pixmap is NULL, it is ignored.

*/
int
dtb_ser_labe l_pixmaps (

Widget widget,

Pixmap label Pixmap,

Pixmap label lnsensizive Pixmap

{
if : (widgeL == NULL)

I ((la bel Pixmap -- NULL) && (labellnsen sltl”e Pixmap -= NULL) ) )

[
return -::

/*
+ Set the approrlate resources.

“/
Xcvasecvalues (widget, XmNlabelType, xmPIXIP, NULL) ;
If [label Pimap !- NULL I

[
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Xtvasetv?.lues (widget, XmNlabel Pixmap, label Pixmap, NULL) ;

)
if (label insensitive PixJnap !- NULL)

[
Xtva.setva lues(widgec,

re:urn O;

/’
. Returns True if the file Name

“/
Boolean
dtb_file_has_exten sion (

String fileName,

String extension

XmNlabel Insensitive Pixmap,
label InsensitivePixmap, NULL) ;

has the extension

Boolean has Ext - False;

if (extension -- NULL)
r

hasExt - ( (fileName -- NULL) II (strlen (fileName) ‘- O) );

)
else

{
if (fileName -- NULL)

hasExt - False;
else

char *dotPtr - sTrrchr(fileName, ‘ ‘
if (dot Ptr -- NULL)

hasExt- False;
else if (strcnp(dor Pcr+l, extension

hasExc - True;

1

-- 0)

return has Ext;

1

/.,
* Appends the extension to fileBase and attempts toload in

* the Pixmap

“/
int
dtb_cvt_f ilebase_tO_pixmap(

widget widget,
Srring fileBase,

string extension,
Pixmap *pixmap_ptr

)
[

char file Name[5121 :
inc rc - o;

scrcpy(fileName, fileBase) :
strcac (fileName, extension ):
rc - dtb_cvt_f ile_to_pi Mnap[ fileName, widget, pixma P_Ptr) ;
return rc;

1

int
dtb_cvt_lmage_f ile_KO–PiXMa P (

Widget widget,
String fileName,

Pixmap .pixmap

)
{

int
Pixmap
int

rc - o; /. return code ./

tmpPixmap - NULL;
depth ;

if [dtb_f ile_has_exte. siOn (fileName, ‘“F” ) II
dtb_f ile_has_extensiOn (fileName, “XpM” ) II
dtb_f ile_has_extensiOn (filCKaMe, “b!n”1 II
dtb_f ile_has_exrension (fileName, “xbm” ))

(
/. lf explicit filename requested, use it direccly ./
rc - dcb_cvt_fi le_to_pixnap [filename, widget, &tMPPi~aP);

1

else /. Append extensions to locate best graphic match */

{
xcvaGetvalues (Xtls Subclass (widget, xmGadgetClass) ? XtParent (widget ) : widget,

XmNdepth, &depth, NULL) ;

If (depth > 1) /. Look for Color Graphics First */

rc - dtb_cvt_f ilebase_tO_pi xmap(wid9et, fileName, “.pm”, &Xmppi~apl:
if (rc < 0)

IC - dcb_cvt_f ilebase_tO–PlxmaP (wid9et, fileName, “.xpm”, &tmppi~ap):
if (rc < O)

TC - dr_b_cvt_f ilebase_to_plxmap [wid9ett CileName, “.bm”, &rmPpi~aP);
if (rc < 0)

TC - dtb_cvt_f ilebase_to_pi xmap(wid9et, fileName, “ .xbm”, &tmPpi~aP);

)
else /. Look for Monochrome First ./
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t
rc - dtb_cvt_f ilebase_to_pi xmap[widget, fileName, -.bin,-,&tmpPixmap) ;

if (IC < O)
rc = dtb_cvt_f ilebase_to_pixma p[widget, fileName, ,,xbmt(, &tmpPixmap) ;

if (Ic < 0]
rc - dtb_cvt_f ilebase_to_pi xmap[widget, fileName, “ pm” , 6tmpPixmap) ;

if (IC < O)
rc - dtb_cvK_f ilebase_co_plxma p(widget, fileName, “ Xpm->, &tmpPixmap) :

1
)

if (rc < O)

[
●pixmap - NULL:
return rc;

)

.pixmap - rmpPixmap;

rexurn 0:

)

/’
● Sers the XmNlabel from the image file (either xbitmap or xpixmap format)
.

● returns negative on error.
*/

int

dtb_set_label_f IOm_image_f ile(
Widget widget,

string f5leName

i
int rc - o; /* return code ./

Pixmap ;abel Pixmap - NULL;
Pixmap insensitive Pixmap - NULL;

int depth;

rc - dtb_cvr_image_f ile_tO_pixmap( widgeZ, fileName, 61abel Pixmap) :
if [rc < O)

[
return rc;

)

insensitive Pixmap - dtb_create_greyed_FL xmap(widgeI, iabel PixJmP):
sc - dtb_set_label_pi maps (widget, label Pixmap, in Sen Sltive PiXMaP);
if (rc < O)

[
return rc;

1

return 0;

unsigned long
dtb_cvT_resource_f rOm_st Tin9 (

widget

String
unsigned inr
String
unsigned long

unsigned long
unsigned char
.nsig”ed shore
unsigned inz
unsigned long
xtPOlnter

inc
Xrmvalue
Hmvalue

parent,

res_type,
size_Of_typ,

res_stz_value,
errOr_value

cvt_value_return - errOr_value;
cvt_valuel - 0;
cvt_value2 - 0;
cvE_value3 - O;
cvc_value4 - 0:

cvc_value_pzr . NULL:
which _cvt_value - -i ;
source;
desz;

if (size_Of_type > sizeof (cvL_value_return ))

[
/. Type we are converting 10 is =00 large ./
,reLurn cvt_value_return;

/“
. Get a data object of the appropriate size

‘/
if (size_Of _cype -- sizeof [cvt_valuel) )

which _cvt_value - 1 ;

cv; _vaiue_ptr - (XtPOincer) 6cvt_valuel;

)
else if (slze_Of_type -- sizeof (cvc_value2) )

[
which cvt_value - 2;
cvt_v;lue_ptr - (XtPOinter) 6cvc_value2;

1
else if (slze_Of_type -- sizeof :cvt_value3) )

i
whlch_c”t_value - 3;

cvr_value_ptr = (XrPOinter)hcvt_va lue3;

)
else 1? (size_Of_typ -- sizeof [cv5_value4] )

which_ cvL_value - 4:
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cvt_va lue_ptr - (XtPOinter )6cvt_value4:
)

else

return cvt_value_rerurn:

.

/’
* Actually do che conversion

‘/
source .size - srrlen (res_str_value) + 1;
source .addr - res_str_value;

dest SIZe - size_Of_type;
dest .addr - (char ● )cvt_value_ptr;

if (XtConvertAnd Store (parent, XtRS’Cring, &source,
res_type, 6dest) !- 0)

r

switch (which_cvt_value )

{
case 1:

cvt_value_return - (unsigned
break;

case 2:

cvt_value_return - (unsigned
break;

case 3:
cvt_value_ret”ro - (unsigned

break;

case 4 :
cvt_value_rerurn - (unsigned

break:

long) cvt_val.el;

10ng)cvt_value2;

10ng)cvt_value3;

10ng)cvt_value4:

return cvt_value_recurn:

* For a given pixmap, create a 50% greyed version Most likely this Will

* be used where Ehe source pi%map is the label Pixmap for a widget and an
+ insensitive Pixmap is needed so the widget will look right when it is
● “nor- sensitive” (“greyed out” or “inactive”)
,
. NOTE: This routine creates a Pixmap, which is an X server resource. The
● created pixmap must be freed by the callex when it is no longer
● needed.

‘/
Plxmap

dtb_create_greyed_pi xmap(
Widget widget ,

Pixmap pixrnap

)

Display ‘dpy;
W1”dow root ;
Pixmap insensitive _pixmap;
Pixel background;
unsigned int width, height, depth, b~:
int X,y;
XGCValues qcv ;
XtGC$lask gm ;
GC gc;

am - XtDisplayOf Object (widget) ;

if (pixmap ‘- XmUNSPECIFI ED_PIXMAP II pixmap ‘- (Pixmapl NULL) {
return ((Pixmap) NULL) :

1

XtVaGetValues (widget,
xmNbackground, &background,

NULL) ;

/. Get width/height of source pixmap ./
if ( !XGetGeometry(dpy, pixmap, &root, &x, 6Y, &width, &height, 6bw, &depth) ) {

return( (Pixmap)NULL) :
)

gcv. foreground - background;
gcv. fill_style - Fill Stippled;

gcv.stipple - XmGetPixmapByDepth (Xtscreenofobject (widget ),
“50_ foreground”, 1, 0, 1) ;

gm - GCForegrOund I GCFill Style I GCStipple;

gc - XxGetGC(widgec, gan, &gcv) :

/. Create insensitive pixmap */

insensitive_pixmap - XCreatePixrnap( dpy, pixmap, width, height, depth) ;

XCopyArea(dpy, pixmap, insensitive_pimap, gc, 0, 0, width, height, O, O);
XFillRectangle [dpy, insensiTive_pixmap, gc, O, 0, width, hei9hT) ;

XtReleaseGC (widget, gc) ;
return [insensltlve_pi xmap) ;

1
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/’
+* Routines m save and access the toplevel widget for an application

-* This is useful in dtb_ convenience functions, and also probably bY
.. developers in ro”ti”es they provide in their _stubs. C files

.. static widget dtb_project_tOple vel_widget - (widget) NuLL;

./
vaid
dtb_save_topleve l_widget (

Widget toplevel

)

dtb_project_toplevel_widget - topleVel;

1

widget

dtb_get_toplevel_widget( )

[
return (drb_project_topl evel_widger) ;

)

/*
‘e. F“”ctiO” to tur” Off t?fave=sal On the invi~ib~e ~a~b within a
.+ panedWi”do”. This is primarily used for the
.. ~ CuSrOm Dialog object.

‘/
void

dtb_?emove_sash_ foe. s (
Widqet “idqet

)
i

WidgetList children;

int numchildren, i;

if (widget -- NULL II !xtIsSubclass (widget,
return ;

PanedWindow within

x!nPanedWindOwWidgetCl ass) )

XtVaGetValues (widget,
xmNchildren, &children,

XmNnumChildren, &numChildren,
NULL) ;

for(i - O; i < numchildren; i++)

if (Xt:ssubclass (children [i], xmSashWidgetClass) )
XtVaSe’cValues (children [i ], XmNtraversalOn, Fal Se, NULL) ;

1

/’
-. Routine S to Save a“d aCCe SS the command USed co i“”oke the application

‘/
vo<d
dcb_save_command [

char *argv O

)
{

char exe_di I [MAXPATHLEN+l 1:

dtb_save_comman d_str - a19vO:

/*
● Save the path to the executable

‘/
if (determi”e_exe_ciir (argvO, exe_dir, MAXPATHLEN+l ) >- 0 )

t
dtb_exe_dir - (char .)malloc(strlen [exe_dir)+ll ;
if (dtb_exe_dir !- NULL)

srrcpy(dtb_exe_d ir, exe_dir) :

)

1

char ●

dtb_ge7_command ()

[
return (dtb_save_cOmma nd_srr) :

1

/’
● . Generic callback function to be attached as xmNhelpCallback and

● * provide support for oz-object and Help-key help. The help text TO
.+ be dl~PLayed is provided vla a s~cialized data Structure pas Sed i“
*. aS c~ie”t data.

“/

void
dCb_help_dlSpaCCh (

Widget widget,
XtPOinter clie”c Dara,

XtPO1nter call Data

13tbobjeccHe Lp2aca help_data - (DcbObjecTHe LpData )cllentData;

int i;
A19 “arg*[l O] ;

char buffer [1001 ;
Widget back _button;

static Widge L Quick_ help_dialog - (Widget )NULL:
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static Widget MoreButton;

/“
● * In order to save the more-help info (help volume 6 location ID) as part
‘. of rhe quick help dialog’s backtrack mechanism, we have to splice the
.. “oL”me A ID Strings togethe= and save them as the help volume field.

● * If there isn ‘t supplemental help information, we save a null string.
.“
.. Checking the ~ta~”~ Of the moIe-help info also lets “s decide whether
.. ~~~ ‘“More. .“ button should be enabled on the dialog.

‘/
if ( help_data ->help_volume ‘-0 II ● (help-data ->help_volume) ‘- NuLL II

help_daLa ->help_locationl D --O II ‘(help-data ->helP_lOcatiOn lD)-- NULL) {
buffer [O] - ,\Oz;

1

else {

sprintf (buffer, “%s/%s” ,help_data ->help_vol.me, help_data ->help-locatiOn ID) ;

/“
.. lf thl S is OUI firsr time co post help, create the propr dialog and
.. set itS attributes to suit the CUIrent object, If not, then just
● * update the attributes.
**

.. (You have to be careful about gratuitous SetValues on the dialog because

.. irs i“te=na~ Sta Ck mechanism takes re~ated settings as separate items

.. a“d “@ates tbe stack for each )

“/
if(C!uick_heip_d ialog ‘- (Widget )NULL) [

/. Create shared help dialog ●/
i-O:

xtsitArg(wargs[il ,XmNtitle, “Application Help”) ; i++;

XtSetArg (wargs [i ],DtNhelpTW, DtHELP_TYPE_DYNANI C_ STRING); i++;
XtSetArg (wargs [i] ,DtNStllngData, help_data->help_ text) : i++;

XtSetArg(wargs [i1,DTNhelpVOIUMe, buf fer) : i++;

Quick_help_dialog - DtCreateEelpQu ickDialOg [dcb_get_toplevel_widgec( ),
,,Help”, wargs, i) :

/*
.. Fetch O“Z the Dialog, s More button child a“d hook the ‘more help,
.. ha”d~er to its activaceCallback Set it’s currenc status to
+. i“di CaCe whether this object has .sUppleme”tal help data

‘/
More Button - DtHelpQuick DialogGetChild [Quick–helP_dia 109,

DtHELP_QUICK_MO RE_BUTTON );
XtManageChild (MoreButtOn );

XtAddCallback lUoreButtOn, XmNactivatecal lback, dtb_more_belp-dispatch,
(xtiointer )Quick_help_dia lOg) ;

if(buffer[OI ‘- ,\O, ) XtSetSensitive [MoreButton, False) :

/*
.. FeCch ~ur the Dialog 3s BackTrack b“tto” child & hook a callback
.. thar “il~ CO”tI-01 button sensitivity based 0“ the presence of more

** help data.

“/
back_ buLton - DtHelpQuickDialogGetChild (Quick-help_dia109,

DtHELP_QUICK_BACK–BuTTON );
XtAddCallback (back_buttOn, XmNactivateCal lback, dtb_help_back-hd lr,

{XtPoi. ter) Quick_help–dia109):

i. otherwise Che dialog already exists so we just sec the attributes. ./
else {

‘/“
● . lf we ha”c s“ppleme”tal help info, enable the more button .
.. A~=o SaV= this info for lacer “se i“ the backtrack handler.

“/
if(buffer[Ol ‘- ‘\Of) [

Xtsetsensitive (MoreBurton, False) :
1

else {
XtSeKSensitive (MoreButtOn, True) ;

XtVaSetValues (Quick _help_dial Og,

DtNhelpType, DcHELP_TYPE_DYNAMI C_ STRING,
DtNhelpVolume, buffer,
DtNstringData, help_data- >help_rext,

NULL) ;

/* Now display the help dialog ‘/
xmlanageChild (Quick_help_dia1091 ;

/*. . ~hi~ callback is invokedwhen the user presses “More. . “ on the

● * Q“ick HelpDia LOg. It figures our whether a help volume entry is associated
.. With the displayed help text, and if so it brings “p a Genera lHelpDialog
*. tO display the appropriate help volume in fO1n!atiOO

./
void

dtb_more_he lP_disPatCh (
Widget “idget,

Xc Pointer clien TData,
Xt.POinter callDaca

)
{

inr i;
Arg wargs[l Ol;

String buffer, Vol, 10C:
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char ●cp:
static Widget GeneralHelpDialog - (Widget) NULL;
Widqet help_dialog - (Widget) clientData;
Widget more_button;

/* Fetch the saved volume/location ID in formation from the dialog widget. */
XtVaGetVal”es (help_ dialog,

Dr-NhelpVolume, &bcf fer,

NULL) ;

/’
‘- Parse the combined vOlume/lOcation ID string. If that fails there
.* m“st be ~0 data, so don ,t bother displaying the Genera lHelpDialog.
** (We should” t be in this callback rourine if thar happens, though.
./

if( (cp-strrchr (buffer, ‘/()) !- (char .)NULL I {
*cp++ - o;
vol - buffer;

10C - Cp;

1

if(General HelpDialog -- (Widget lNULLl {
/. Create Geaeral Help Dialog ./

i-o;
XtSetArg(wargs [i ],XmNtitle, “Application Help” ); i++;

XtSetArg(wargs [i ],DtNhelpType, DtHELP_TYPE_TOPIC) ; i++;

xtSetArg(wargs [i ],DtNhelpVolume, vol ): i++;

xtSetArg(wargs [i ],DKNl OCatlOflId, 10C) : i++;

GeneralHelpDialog - DtCreateHelpDialOg (dtb_get_toplevel_widget (),

“Genera lF!elp’’,wargs, i) ;

}
else [

i-0;
XrSetArg [wargs [i 1,DtNhelpType, DtKELP_TYPE_TOPIC) : i++;

XtSetArg[wargs [i ],DtNhelpVOlume, vol ); i++;

XtSetArg(wargs [i 1,DtNlocation Id, 10C) ; i++;

XtSetVal”es (Genera lBelpDialog, wargs, iI;

1

/. Now cake down the quick help dialog and display the full help one ./
XtManageChild (GeneralHelpDialog) :
XtUnmanageChild( help_dialog );

)

/’
.. Callback :hat iS added to the Quick HelpDialog widyet ,s “Backtrack “ button

● * a“d is used co conzrol the “More. .,,button AL each step in Che backtrack,
● . thi S IOUtine checks to se= if there is help volume 6 10 Cati On info stored

● * in the dialog, s helpvolume resource. If so, then the “More. ,,burton is
.. ~nabled, If noL, rhen it is disabled.

●/
void

dLb_help_back_hd lr[
Widget

XtPOin ter
xtPOin ter

widgez,
clien LData,
call Data

String
char
Widget
Widget

buffer, text, vol, 10C:
.Cp;

more_b”tcon;
help_dialog - (Widger) clienrnata:

/. FeKch the saved volume/location ID lnf ormation Zrom The dialog widget ●/
XtVaGetVal .es(heip_dialog,

DtNhelpVolume, &buffer,

DtNsLzingDaLa, &text,
NULL) ;

/- Gec a handle to the “More. “ button ./
more_ btiKton - DtHelpQuick Dial OgGetChild (help_dialog,

DCEELP_QUICK_MORE_BUTTON) ;

/’
.. p~r~~ ~h~ c~~bined volume/locatio”ID S,tri”g Disable the ‘,More. ..
.. bu~~~n if There is” ,t any help info, and enable it if there is.

‘/
if( buffer -- 0 I (*5uffer -- NULL) II

(Cp-srrrchr (buffer, ,/, )I -- (char .)NULL) {
XtSerSensir ive(mcre_butron, False );

1

i:se {
Xrsersensirive (more_ bctZon, ?rue ):

)

/“
● * utility functioo used to provide support for on -item help.
.. It iS cypical~y i“vOked via a callback 0“ the “On Item,, item in the
.* main me. ”ba~r* .Me. p” meCU

‘/
void
dzb_do_onitem_help( )

{
W:dyet target;

/+ Call the DtHelp routine chat supports interactive on -item
if (DtHelpRezu rnSelectedWidget Id (dtb–get–copleve i-widget( ),

(Cursor )NULL, &target: !- DtHELP_SELECT_VAL ID) return:

help. ./

76



)

/“
..
..
..

● /

/’
+. ~~~r=ifig ~t the target widget, wander up the widget tree looking
., f~= one ~~~~ ha,$ an xmpJhelpcallbackr and call the first one we

.* find.

“/
while (taryet !- (Widget) NULL) {

if ( xtHasCallbacks (target, XmNhelpCallback I -- XcCallback Has Some) {
Xtcallcallback s(target, XmNhelwallback, (XtPOinteI) NULL) ;
return;

1
else {

target - XtParent(target );

1
return;

Utility function called to display help volume information
lt needs the name of the help volume and the location ID (both as
strings ) so it can configure the full help dialog widget properly.

int
dtb_shOw_help_vOlwne-irlf 0(

ctiar ●vOlume_name,
char ●locat Lon_id

)
1

int i;
rug “arg.5[10] ;

static Widget GeneralHelpDlalog - (Widget) NULL:

if(General HelpDial Og ‘- [Widget )NULL) {
/. Create General Help Dialog ./

i-0;
xLsecArg(wargs[il ,xmNtitle, “Application Help” ); i++;

XtSetArg (wargs [i] ,DtNhelpT~, DtHELP_TYPE_TOPIC) ; i++;

XtSetArg (wargs [i1,DtNhelpVolume, volume_ name) : i++;

XtSetArg(wargS [i1,DtNlocationld, location_id) : i++;

Genera lHelpDialog - DtCreateHelpDialOg (dtb_get_topleve l_widget (),
“Genera lHelp”, wargs, i) :

)
else (

i-0;
xcser-Arg (Wargs [i ],DtNhelpType, DtHELP_TYPE_TOPIC) : i++;

XtSetArg[wargs [i 1,DrNhelpVOlume< volume-name): i++;

xtSetArg (wa19S [i 1,DtNlocatiOn Id, location_ id) : i++;

.Wsetvalues (Gene ralHelpDialog, wargs, i I;

I

/. Now display E:he full help dialog ●/
XtManageChi ld(GeneralHelpDialog) ;

return; O) ;

/’
.“ d~b_call_hel~_callbaCk( )

.* utility rod~i. e to call the help callbacks on a target widget. This

.. iS ?==don~na”~ly USeti tO display help dam cm a dialog by having this

● . f“”ctio” as :he aczlvaze callback 00 the dialogcs help button

)
{

Wldcc: ,..3TSC-. - :K2dqec )clie”tData;

x:~a..:a..:~ =~~:car geE, XmNhelpCallback, (Xt POinter)NULL) :

)

/’
● dtb_sesslon_save ()
. CallbacK zhaz 1s Ca:leti when the application (cop level
● widget of ap?llcat:on > gezs a WM_SAVS_YOURSELF ClientMessage

● This callback w1ll tail rhe clienz/application ,s session

* save callback.

‘/
“oid
dtb_sessiOn_save (

widget widget,

xtPOin ter Client Data,

XtPOinter call Daca

)
I

inr

chal

new_argc,
clienc_argc - 0,
new_argc_cOun Zer,
i:

..“~.,J_argv,

*.client_argv - NULL,
.session _file_path,
.sessi On_f ile_name,
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.app_name - NULL;
Boolean status - False;

DtbcllentSess ion SaveCB session _save CB;

/’
* Return if no widget passed In

‘/
:f (!widgeC)

return;

/*
. Gec session file path/name to stoze application’s State

“/
if (Dt Session Save Path(widget, &session _file_pach, 6sessi0n_: ile_name) ‘- False)

return;

/“
● Get client session save callback

‘/
session _saveCB = dtb_get_cl ient_sessl On_saveCB( ):

/’
. call client session save callback

“/
if (sesslon_saveCB)

/’
● client_argv and client_argc are the variables thar
. will contain any extra command line options

* that need to be used When invoking the application
- m bring it to the current state.

‘/
status - session _saveCB(widget, session _file_path,

&client_argv, &client_argc) ;

/“
● Generate Che reinvoking command and add it as the property value

‘/

/’
* Fetch command used to invoke application

“/
app–name - dtb_get_command ();

/’
- new_argc and new_argc are the variables used to reconstruct
● the command ?0 re -invoke the application

‘/

/*
● Start new_argc wirh:
● 1 for argv [01, normally the application
. clienc_argc any extra command line options as
● returned from client session save
. callback

-/
new_arqc - 1 + client_argc;

/’
● If the status rerurned $rom session save callback is ‘True< ,
. the session file was actually used. This means we need to

+ add:
. -session <session file name>
- to rhe command saved, which is 2 more strings.

“/
If (status)

“ew_argc +- 2;

/“
- Allocate vector
‘/

“ew_argv - (char ●*)xtMalloc[ (slzeof (char ‘*) ● new_argc) ]:

/“
● Set new_argv [0] to be the application name
*/

new_argc_cOunter - 0:
“ew_arqv [new_argc_cOunterl - app_name:
new_ar$c_cOu nter++;

/’
- Proceed to copy every command line :prion from
● ciient_argv. Skip -session, if founa.

●/
for (i-O; i < cl~enr_argc: )
1

if (strcmp( client_argv[il , “-session “])
,

new_argv [new_a:gc_cOuntxr 1 - client_argv [i 1;
new_argc_cOu nter++:

)
else

/’
● skip ‘-sesslont<
. The next increment

*/
++i;

below w1ll skip the session file

++i;
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1

/*
● If session file used, add
. -session <session file name>

●/
if (status)
1

new_argv [new_argc_cOunterl - “-session”:
“ew_argc_cOu nrer++;

new_argv [new_argc_cOunterl - sessi On_ file_name;
1
else

/’
● otherwise, destroy session file

●/
(void )unlink(scssion_ file_path):

1

/’
* Set WM_COMMAND proprty with .eCtOr constructed

*/
xsetcommand (xcDisplay(widget ), XtWindow(widget) ,

new_argv, new_argc) :

/’
● Free argument vector

“/
XtFree ((char g )new_argv) ;

/“
+ CDE Sessioning API states that rhe path/name
* strings have to be free> d by the application
*/

Xtbree ((char ● )session_f ile_path);
xtFree ((char . )sessiOn_f ile_name) :

)

/’
● dtb_gec_clien t_sessiOn-saveCB( )

“/
DtbClientSession SaveCB
dtb_get_clien t_sessiOn_saveCB( )
{

return (dT-b_clien t_session_saveCS) ;

1

/’
● This function will center all the passed form, s children .
● The type of centering depends on what ‘type’ is.

“/
void

dtb_children_center (
Widget form,

DTB_CENTERING_T YPES tm
)
{

widgetList child ren_list;

int i<
num_children ;

if (!form II (type -- DTB_CENTER_NONE ))
return;

/“
* Get children list

“/
xtvaGetVal ues(f Orm,

XmNnumChildxen, &num_children ,
XmNchlldren, .5children_lisz,
NULL) ;

/’
. Center all children

‘/
for (i-O: i < num_children: ++i)
1

dtb_center( children_list [i ], type );

)
1

/’
● This function ,Uncenrers’ Che children of the passed

● form widget

‘/
void

dtb children –uncenter[
‘Widget – form,

DTB_CENTER1 NG_T1’PES r~e

)
{

WidgetList child ren_lis L:

int 1;

int num_children :

1? [!form II (type -- DTB_CENTER_NONE) )
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rerurn;

/’
● Get children list

‘/
XtVaGetVal. es (form,

XmNnumChildren, &num children,
XmNchilciren, &childr~n_list,

NULL) ;

/’
. Center all children

“/
for (I-O; i < nur_children; ++, )
1

dtb_. ncen Ker(chlldren_l ist[il , type) ;

1

/’
. This function centers rhe passed widget.
● This is done by setting the proper offsets.
- Dynamic Cenrering 1s accomplished by attaching an event handler
* “hich detect resizes and recomputes a“d sets the appropriate offset.

“/
void
drb_center(

Widget form_ch ild,
DTB_CENTERI NG_T1’PES tw

)
{

if ( !form_child II (type -- DTB_CENTER_NONE; )
return;

center_widg et; form_ child, type) ;

xtAddEventHandler (form_ child,
StructureNotif yMask, False,
cenrering_handler, (XtPoinceI)tw) :

}

/’
* This function ,uncenze Is8 the passed widget.
. This involves resetting Khe attachment offsets
● and removing Lhe resize evenr handler

“/
void
dtb_tincenter(

‘Widqet form_chi ld,
DTB_CENTERI NG_TYPES type

If (!form_ chil C II (type -- DTB_CENTER_NONE) )
renurn :

““center_w~ e~er(forx_child, Zypel :

xtRemove Eve3r Kan<1er (form_chlld,
s~ruc~; revoz:fyh!ask, False,
ce2rer::,~_han61er, (XtPOinter)type);

/’
. This :.. CZ LO. cer,:c:s ;he passed widget.
. Th~s IS do?e b> ,., :,; cke appropriate offset equal
● :0 the ne=a:lve :.3:: c: ::, s width/height (depending
- on wherhcr hC:. =:-:3. ar verrical ce”terinq was chose”

“/
static VOI:
center _wldqe: :

Widge: form_ child,
~TB_c2yT:x:h7 -.-,.------- rme

)

Wid?e; parent;

Dime” s;o: width - 0,
heiuhc - 0:

inn cen; er_offset;
“?signec char .c: E_at:ach - XmATTACH_NON!i,

tOp_a:tach - xmaTTAcH_NONE:

if (!fOrm_chilc! !xtIsMacaged( form_child ) 1~ !xtisRealized (form_ chilC) )

Iec urn :

parent - XtParen: (f0rm_chi16) ;

if (!parent II !xtIssubclass (paren E, xmFormWidgetClass ))

reKurn ;

XtVaGetValues (form_chi L@.,
XmNwidrh, &widrh,
XmNheig)?t, &height,
XmNleftAttachment, &lefc_atcach,

X.nNzOpAzLachment, &Top_accach,
NULL) ;

switch (typ) {

case DTB_CENTi?R_?OS ITIO N_VERT:
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if (lef t_attach !- XMATTACSLPOSITION)
return :

center_of fset - -(width/2) :

Xtvasecvalues( form_ child,
XmNleftOffset, cenrer_offseL,
NULL) ;

break;

case DTB_CENTER_POSI TION_HORIZ:

if (top_attach !- XmATTACH_POSITION)
return;

center_of fset - -(heighV2 ):

XtVaSetValues (form_child,
XmNtOpOffset, center_Offset,
NULL) ;

break;

case DTB_CENTER_POSITI ON_ BOTH:

{
in: left_Offsetr

tOp_Of fset ;

if ((left_attach !- XmATTACH_POSIT ION) 66

(top_attach !- XmATTACH_POSITION) )
return;

left_offset - -(width/2) :
top_offset - -(height/2) ;

XtVa SetValues (form_child,
XmNleftOffset, left_Offset,

XmNtOpQffset, tOp_offse’c,
NULL );

J
break;

/’
. This function ,un centers’ the passed widget.

* It merely resees the offsets of the cop/left attachments to O
./

stazic void
uncenter_widget (

Witiget form_child,

DTB_CENTERING_T YPES tYP=

)
{

widget parent;
unsigned char lef t_attach - XmATTACH_NONE,

top_attach - XmATTACH_NONE ;

if (!form_child II !XtIsManaged (fOrm_child) I! !XtIsReaLized (fOrm-child) )
return;

parent - XtParent (form_child) ;

if [!parent II !XtIs Subclass (parent t xmFormWidgetClass) )

return :

xrvaGetValues (form_ child,
xmNlefrAttachment, &left_atrach,
xmNtopAttachment, &top_attach,

NULL] ;

switch (type) {

case DTB_cENTER_POSI TION_VERT:

if [lef t_attach !- xmATTACH_POSIT1ON)
return;

xtvasetValues [form_ child,
xmNLeftOffset, O,
NULL) ;

break;

case DTB_cZNTER_POSI T1ON_HORIZ:

lf [top_atrach !- XMATT&CH-POSITION)
return;

XtVa SetValues (form_ch Lid,
xmNtOpOffset, 0,
NULL) :

break;

case DTB_CENTER_POSI T10N_BOTH:

if ((left_attach !- XmATTACH_POSITION) 66

(cop_at tach !- XmATTACH_POS1 T1 ON ))
return;
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XtVaSetValues (form_child,
XmNleftOffset, O,
XrnNcOpOffset, O,
NULL) :

break;

/’
● Event handler to cen Ler a widget
. The Type of cencering needed 1s passed in as client_data
*/

static void
center ing_handler(

Widget widget,

XtPOin cer clienr_data,
XEvent .e”ent,

Boolean ●CO. t_dispatch

{
Xconf igureEvent ●xCon - &event ->xconf igure;
Widget resized_child;
DTB_CENTERING_Tk’PES type - (DT9_CENTER1 NG_TYPES) client_data;

if [(event->type !- Con figureNotify) && (even t->type !- MapNotify) )
return :

resized_child - XtWindowToWidget (XtDisplay(widget ), xcon ->window) ;

if (!~=ized-child)
return;

cencer_widget [resized_child, type) :
1

/“
* Given a widget,

‘/
static Widget
get_label_widget [

Widget

WidgetList
Widger

int

return ic<s label widger.

widget

children _list;
label_widger - NULL:

i.
num children - O;

char ●subobj_name - NULL,
●label_n ame - NULL:

char *underscore_ptr = NULL;

if (Xtls Subclass (widget, xmLabel WidgetClass)) {
return (widget) ;

J

subobj_name - XcName (widget) :
label_name - (char *)XCMallOC(l + strlen(subobj_name) + strlen(’’–labelwl + 5):
Label_ name[O] - ‘., :
scrcpy( label_ nane+:, subobj_name);

if ((under score_pzr - strrchr (label_name, ,_t )) !- NULL)

{
sLrcpy( ”nderscore_ptr, “_label”l;

label_widget - xlNameToWidge r(widget, labe L_r.ame) ;

1
if (label_widget -- NULL)

strcpy( label_ name+l, subobj_name) ;

sExcat(label_name, “_label”);
label_ widget - xtNameToWidget (widget, labe L_name):

I

XtFree( [char ●)label_name);

if (label_widgeL)
return (label_widget) :

/“
. How to look for 1st child of group object ??
* How do we know if ,widuec, is a urOu P Obiect ??
* FOZ now, just check if-it is a f~rm - “

“/
if (Xt IsSubclass (widget, xmFormWidgetClass) 1I

XI1sSubclas s(wldget, xm?rameWidgetClass))
XzVaGezVal ues (widget,

XmNnumChildren, &nun_chi Ldren,
XmNchildren , &chiidre. _l~sc,
NULL) ;

if (num_children > 0)
reLurn(get_labe l_widget( chlldren_listl Ol ));

return [NULL);
I

static Position
get_Of fsez_frOm_an cestOr(

Widget an-stor,
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Widget w

Widget cur - w;
Widget cur_parent - NULL;
Position offset - O;

if (!ancestor 11 !W II (w -- anCe5G3=))
return (0):

XcVaGetValues(cur, XMNX, &offset, NULL);

cur_parent - xrParent (cur) :

while (cur_parent !- ancestor)

t
Position cmp_Offset - O;

cur - cur_parenr;
xtVaGe:Values [cur, XMNX, 6tmp_0f Zset NULL) ;

offset +- tmp_Offset;

cur_parent - XtParent(cur) ;

}

return (offset);

static Dimension
get_label_width (

Widget widget

WidgetList children _list;
Widget lbl_widget - NULL;

Dimension lbl_width - 0:

lbl_widget - get_label_widget (widget):

if (lbl_widgetl

{
position offset - O;

XtVaGetValues (lbL_widget,
XmNwidth, 6ibl_width,
NULL) ;

offset - get_offset_f rom_ancestor (widget, lbl_widget) ;

lbl_width +- (Dimension )offset:

1

return (lbl_width):

static void
yet_wldest_label (

Wid9etList

[

)

inz
Widget

Dimen S1OD

!.
Widget

Dimension
int

fOr(l-O:i<

[
Dimension

list,
count,
●child_widget,
●label_widzh

cur_widest - NULL:
cur_widrh - 0:
i;

count; ++i)

Lmp;

tmp - get_label_width (list [11 ):

if (tmp > cur_width)

[
cur_width - tmp:
cur_widest - list[il ;

)
)

.ch?ld_widget - cur_widest;
*la bel_width - cur_width:

static void
get_widest_value(

widgetList list,
int count,
Widget ‘child _widget,
Dimension ●value_width

Widget cur_wldesc - NULL;

Dimension cur_wldth - 0 ;
int i;

for (1 - O; i < count; ++i)

(
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Dimension tmp, label_width, obj_width - O;

label_widzh - get_label_width (list[il );
XtVaGetValues (iist [i] , XmNwidth, &obj_width

tmp - obj_width - label _width;

if (tmp > cur_width )
r

cur_width - tmp;
cur_widesr - list [i];

}
)

●child_widget - cur_widesr;
*val”e_width - cur_width:

scarlc void

get_widgec_rect (
Widget widget,

XRectangle ●rect
)
{

if (!recr]
return ;

XtVaGetValues (widget,
xtNwidth, (XtArgVal) & (rect ->width) ,

XtNheight, (XtArgVal) &[rect->heiqht),

XtNx , (XtArgVa>) &[rect. >x] ,

Xt Ny, (XtArgVal )&(rect->y) ,

NULL) ;

1

static void
qet_qreatest_size [

Widget

int
int
inr
Widqet
Widget

)
[

XRectangle

lnt
int

*list,

count,
.wdth,

.helght,
*tallest,
*wides%

w_rect ;

i:
previous_width, previous_ height;

NULL) ;

if (!iist II (count < 0))
return :

get_wldget_recC (list [01, 6w_reCt) ;

●“idth - w_recr. width;

previo. s_widzh - ●wiCth:

●height - w_rect. height;

previous_ heighL - ●height:

if (tallest !- NULL)
●tallest - list[Ol ;

if (widest !- NULL)
●widest - Lisz [O] ;

for (3..0; i < count; i++)

[
get_wldget_recr (list [i !, 6W_reCr) :

●width - max( (int) w_rect .Wldth, (int) .“idth) ;
if (widest !- NULL && width > previous_width)

*widest - list [i] ;

.helght . max( (int] w_rect. heig.ht, (inL) *height) ;
if (Callest !- NULL 6& ●height > previous_ heiqht)

tallest - list [i];

1

static void
get_grOup_ceil_s

Widge E
ize(

parenr,

DtbGrouplnfo .gr Oup_inf O,

int ●cel L_width.,

inc *cell _height

Widqet List chlldren_lis: - NULL;

Inl 1,
num_children = O;

/“
- Gez children list

‘/
XtVaGetValues (parent,

Y.nmmumchlldre”, &num_children,

XmNchildren, &child ren_list,
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NULL) ;

get_greatesc_size (children_ list, num_children,
cell_width, cell_ height,
(Widget *)NULL, (Widget ● )NULL) :

1

static void
get_grOup_rOw_cOl (

Widget
DtbGIOupInfO
int
int

WidgetLisc
int

if ( !parent II
1

paren r,
●grOup_inf O,

●rows ,
●COIS

child ren_list - NULL;
num_r Ows,
num_cOls,
num_children;

!grOup_info)

*rows - ●COIS - -1;

return;

1

/“
* Get children list

“/
xtvaGetVal ues(parenc,

xmNnumChildren, &num_children,
XmNchildren, &children _list,

NULL );

num_rows - grOup_in f0- >n um_rOws;
num_cOls - grOup_in fo->num_cOls;

if ((num_rOws + O) 6L (num-cols + 0))

{
● TOWS - *COIS - -1;

return;

if (num_cols <- O)
num_cols - (num_children/n um_rOws ) + [(num_children % num–rOws) ? 1 : 0 );

if (num_rOws <- O)
num_rows - (num_children/n um–cOls) + ((num–children % nUID_COIS) ? 1 : ‘o);

-rows - num_rOws;
*COIS - num_cOls;

1

static Widget

get_group_child(
widget F+.rent,

DtbGroupInf 0 .grOup_inf O,
int x—w s ,
int y_p.3s

)

1
OT.B_GROUP_TYPES gIoup.tyFe;
WidgetLisc children _list - NULL:
widget ret_child - NULL;

int “um_children - 0,
num_r Ows,
“um_cOlumns,
i . .1;

if (!parent II !grOup_inf O II

(x_p.3s < o) I I (Y_F-os < 0))
return (NULL) ;

group.type - grOup_in fo->grOup_type;

num_r Ows - grOup_in f0- >n um_rOws:
num_cOlumns - grOup_infO ->num_cOIS;

/’
● Get number of children

“/
XtVaGetValues (paren T,

XmNnumChildren, &num_childxe2,
xmNchildren , &child ren_list,
NULL );

if (num_children <- 0 )
return (NULL) ;

switch [group_type)
{

case B’TB_GROUP_NONE:
break;

case DTB_GROUP_ROWS:

/’
- num_r Ows - 1
● y_Fos is Ignored
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“/
i - x_pO.s;

break;

case DTB_GROUP_COLCMNs:

/’
● num_cOl. mns - 1
+ x_Fos is ignored

‘/
i - y_pOs:

break;

case DTB_GROUP_ROWSCOLUMNS:
if (!num_rOws && !num_cOlumns)

break;

if (num_rOws > O)

/’
● ROWF1 RST

‘/
if (y_pOs < num_rOws )

i - (x_pOs . num_rOws ) + y_pOs;

1
else

[

/’
● COLFIRST

“/
if (x_pOs < num_cOlumns )

i - x_pas + (y_pOs * num_cOlumns ):

I
break;

default:
break;

if ((i >- O) 66 (i < num_childre. ))

[
rer_child - childreo_list [i] ;

1

rerurn (ret_ child) :

1

void

dtb_children_align (
Widaet

DTBjGROUP_TYPES
DTB_ALIGN_TYPES
DTB_ALIGN_TYPES
int
int
inc
inc
int

J
{

DtbGro”plnfo

parenr,
grOup_type,
rOw_align,

cOl_align,
margin ,
num_IOws ,
n“m_cols ,

hoff set,
voffset

●grOup_inf O;

switch (group_type)

{
case DTB_GROUP_COi.UMNS:

n“nl_rOws - 0 ;

num_cOls - 1;
break;

case DTB_GROUP_ROWS:
num_r Ows - 1;
num_cOls - O;

break;

)

grOup_i. fO - (DtbGrouplnfo ●]XtMallac( sizeof(DtbGroupl ”foj );

grOup_lnf O->group_type - grOup_type;
group_ in fO->rOw_align - rOw_align;
grOup_inf O->col_align - cOl_align:
grOup_inf O->margln - marg<n;
grOup_ln fO->num_rOws - num_rOws:
grOup_lnf O->num_cOls - num_cO1s;
group_ in fo->hoffser - ho ffscz;
grOup_ln fO->vOtfset - voffser;
group_ i” fo->ref_widget - NULL;

align _children (parent, group_ info, Tree) ;

/“
. Register expose handler
- Some group objects depend on iE, s members< sizes for their layout.
* Unfortunately, some group members have i“vali6 size.? prior co
+ XtRealize( ), so che group layour has to be recalculated after Lhe
+ groGp is realized 01 exposed in r-his case, since there is no realize
- callback.

●/
switch [group_ in fo->group_type )
{

case DTB_GROUP_NONE:
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break;

case ~ B_GRO UP_ROW S :
if (group_ in fo->row_align -- DTB_ALIGN_HCENTER)

xrAddEventHan dler(parent,
ExpsureMask, False,
expose_handler, (XtPOinte I)910Up_inf0) ;

break;

case DTB_GROU P_COLUMNS:
if ((group_ in fo->col_align -- DTB_ALIGN_LABELS) II

(grOup_infO->cOl_al ign -- DT B_ALI GN_VCE NTER ))
XtAddEventHan dler(parenz,

ExposureMask, False,

expse_handler, (XtPointer )grOu P–inf O) ;
break;

case DTB_GROU P_ROWSCOLUMNS:
if ((group_ in fo->row_align ‘- DTB_ALIGN-HCENTER) II

(group_info->col_al ign -- DTB_ALIGN_LABELS) II

(group_ in fo->col_align -- DTB_ALIGN_VCENTER) )
XtAddEventHandl er(paIent,

ExpsureMask, False,
expese_handler, (XtPoinreI )9rOUP-inf O) :

break;

XtAddCallback (parent, xtNdestroyCallback,
free_grOup_inf O, (xtPOinter )grO. p–info) :

)

static void

align_children (
Widget parent,

DcbGrOu PI nf0 ●grOup_in f0,
Boolean init

)
(

if (!parent II !grOup_infO)
return;

switch (group_ in fo->group_type)

(
case DTB_GROUP_NONE:

break:

case UT B_GROU P_ROWS:
align _rOws (parent, grOup_inf O, Ln it) ;

align _left (parent, grOup_inf O) :
break:

case mB_GROUP_COLUMNS:

align _cOls(parent< grOup_inf O, init) ;
align _top(parent, grOup_inf O) :

break;

case DTB_GROUP_ROWSCOLUMNS:
alig”_rows(parenc, grOup_inf O, in it);

align _cOls (parent< grOup_inf O, init) ;
break;

static void
align _handleI(

Widg.zc widget,

XtPointer client_data,
XEvent +eveat,
Boolean *cont_dispstch

)
1

DtbGroupInf 0 *grOup_inf O - (DtbGrOupInfO ● )client_data:
WidgetList children_ list;

int i,
num_children - O;

Boolean relayodt_all - False:

/’
● Get children list
●/

xtvaGetValues (widget,
xmNnumChildren, .5num_childIe. ,
XmNchildren, &children _lisr,
NULL) :

if (num_children <- O)
return;

XtRemoveEven tHandler(widget,
SubstructureNot ifyMask, Fal Se,
align _hand Ler t (XLPointer) client–data) ;

if (even r->type -- Con figureNorify) [
XCOnf igureEvent ●xcOn - 6eve. t->xcOn figure;

Widget reslzed_chlld;
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if (xcon ->window !- xcon ->event)
1

resized_child - XtWindowToWidget (XtDisplay(widget ), xcon ->window) ;

switch (group_in fo->gro. p_type)

{
case DTB_GROUP_NONE:
break;

case DTB_GROUP_ROw S:
if (group_in fo->row_align -- DTB_ALIGN_HCENTER)

relayout_all - True;
break;

case OTB_GROUP_COLUMNS:

if ((grOup_in fO->cOl_align -- DTB_ALIGN_LABELS) !I
(group_ in fo->col_align -- ~B_ALIGN_VCENTER) )

relayOut_ali - True;
break;

case DTB_GROUP_ROWSCOL UMNS:
if ([group_ iofo->row_align -- ~B_ALIGN_HCENTER) II

(9r0.P-info->ml_al ign -- DTB_ALIGN_LABELS) [I
[gzOup_infO ->cOl_align -- OTB_ALIGN_VCENTER) )
relayout_all - True;

break;

/’
● Relayo. z when new widgets are created

‘/
if (event->type -- CreateNotify) {

XCreaceWindowEvenz ●xCreate - t.event ->xcreatewln dew;

relayout_all - True;

1

/’
* Relayo”t when widgets are destroyed

●/
if (event ->type -- Destroy Notif y) [

XDestroyNin dowEvent .xdestroy - &even c->xdestropindow:
Widger destroyed_ child;

desLroyed_child - XtWindowToWidget (XtDisplay(widgec) ,
xdestroy->winfiow) ;

relayout_all - True:

)

If (relayOut_ali)

{
allg?_children (widget, qro”p_info, False) ;

XtAddEvent Handle r(widqez,
S. bsrrucztire NocifyMask , False,
allgn_handler, (Xt?oi” ter)clie”t_data) ;

1

static void
expose_ handler (

Wid9et
XtPOinter
XEvent
Boolean

)
{

DtbGrouplnf o
WidgezLisz
int

Boolean

.Jidgec,
client_daca,
●eve”t,
.cont_dispazch

‘gro”p_inf o - (DtbGrouplnf o *) clienr_data:

child ren_list;

1,
“w_c,iildre” - O;
relayOu:_all - False,
regls Ler_align_handler = False;

if (even t->type !- Expose)
return:

if (!grOup_inf O)
return:

/’
● Get childr. m list

‘/
xcvaGecval ues (widget,

xmN””mChildren, 6“um_child1e”,

XmNchildre. , &ck.ildren_list,
NULL) ;

i: (numchildren <- 0)
remrn ;

XtRemove Even cHandler(widTec,
ExposureMask, False,
expose_ handier, (X: Pointer )client_data) ;

88



switch (group_inf o->group_type)

[

1

lf
{

I

if

{

1
1

static

case DTB_GROUP_NONE:

break;

case DT B_GROU P_ROWS:
if (group_ in fo->row_align -- DTB_ALIGtJ_HCENTER)

{
relayout_all - True;

register_al ign_handler

break;

case DTB_GROUP_COLUMNS:
if ((grOup_inf O->cOl_align

(grOup_inf 0->cOl_align

[
relayOut_all - True;

xegister_align_han dler

- True;

-- DTB_ALIGN_LABELS) II
-- DTB_ALIGN_VCENTER ))

- True;

break;

case DTB_GROUP_ROwsCO LUMNS:
if ((group_ in fo->row_align -- DTB_ALIGN-HcENTER) II

(grOup_inf o->cOl_align -- DTB_ALIGN_LABELS) II

(group_ info->col_align ‘- DTB_ALIGN_vCENTER) )
[

relayout_all - True:

register_al ign_handler - True;

)
break ;

(relayOut_all )

align _children (widget, grOup_inf O, False) :

(regiscer_align chandler)

/’
● Register align handler to relayout group if/when
* any of it, s members resize

‘/
XcAddEven tHandler(widgec,

subsrructureNot ifyMask, False,

align chandler, (XtPoin Ler)grOup_inf O) :

void

free_grOup–info(
Widget widget ,

XtPointer cllent_data,
xtPOinter call_da La

)
{

DtbGrouplnf 0 *group_info - (DtbGrouplnf O * )cLient_data; :

XtFree( (char *)group_inf O) ;

static void
align _rOws (

Widget parent,
DtbGroupI nf0 *gr Oup_inf O,

Boolean init

if (!parent II !grOup_inf O II (grOup_infO
return;

switch (grOup_in fO->rOw-ali9n )

{
case ~ B_AL1 GN_TOP:

align _tOp(paren Tr group–info) ;
break;

case DTB_ALIGN_HCENTER:
align _hcen Ler [parent, grOup_inf 0.

break;

case WTB_ALIGN_BOTTO!4:
align _bottom [parenr, grou P_inf Ol ;

break;

>grOup_typ -- DTB_GROUP_COLUMNS ))

In it);

default:
break;

static void
align _cOls (

widget parent,
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DtbGroupInfo ●grOup_inf O,
Boolean init

)
{

if (!parent II !gloup_i” fo II (gro”p_inf o->group_type -- DTB_GROUP_ROWS) )
Ietu In :

switch (group_ lnfo->col_alig” )

case DTB_ALIGN_LEFT;
align _left (parent, g.rOup_i”fo) ;

break;

case DTB_ALIGN_LABELS:
align _labels (parent, group_ i”fo) ;

break :

case DTB_AL1 GN_VCENTER:
align _vcenter(paxentr grOup_inf O, init) ;

break;

case DTB_AL1 GN_RIGHT:
align _right (P-are”t

break;
grOup_infO) ;

default:
break;

1
1

static void
align _left:

widget parent,

DtbGrOUplnfO ‘grOup_inf 0

WidgetList children _list;
Wldq.et child,

previous_ child;

int num_children - 0
num_columns,
nwn_rows,
cell_wi6Kh,

cell_ height,

i,
j;

if (!parent II !grO. p_xnfO]
return;

/’
● Get children llst

‘/
XzVaGeTValues (parent,

Znm4nur,children , &“wh_chlldle” ,

XmNchildren, &child ren_list,
NULL) ;

if (num_children <- 0]

return ;

get_group_cel l_size [parent, group_in fo, &cell_width, &cell_height) ;
get_grOup_rOw_cOl (parent, grOup_inf O, .5num_r0ws, 6“um_colum”s) ;

for (j - O; j < rIun_rows; j++)

{
for (i - O; i < “um_cOlum”s; i++)

1
Arg args [12] ;

int n-o;

child - gec_grou p_child (parent, group_ info, i, j );

if

if

[

if

(!chxld)
continue;

((1 -- 0) && (j -. 0))

XtSetArg (args [n], XnNlef tArrachmenc, XmATTAC!l_FOR!!) ; “+-;

XtSetArg[args [n] , xmNleftO$fset, O) ; n+.;

XtSetArg (args [n ], XmNrigbtAttachmenc, XmATTACH_NONE) ; n++;

XrSet Value s(child, args, n) ;

conrinue;

(j -- 0)

int offset - group_ i” fo->hoffset;
DTB_GROUP_TYPES grOup_t~ - grOup_inf O->grOup_type;

previous_ child - get_gro”p_chi ld(pare”t, grocp_i”fo, i-1, j );

if (!previous_child)
concinue;

if (grou p_type .- DTB_GROUP_ROWSCCL OMNS )

{
Dime. $ion width - O;
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XtVaGetValues (previous_child, XmNwidrh, &width, NULL) ;

offset +- (cell_width - (int) (width) );

J

XtSetArg [args [n], XmNlef tAtcachment,
XmATTACH_WIIXET ); n++;

XtSetArg(args [n], XmNleftWidget, previous_ child) : n++;

XtSetArg(aIgs [n] , XmNleftOffset, offset) : n++;

XtsetArg [args [n1, XnNrightAttachment, XmATTACH_NONE) ; n++;

Xtsetvalues [child, args, n) ;

continue;

)

previous_ child - get_group_chi ld (parent, grOup_inf O, i, j-l) :

if (previous_child)
{

XtSetArg(args [n], xmNleftAtcachment,
XmATTACH_OPPOSITE_WI DCET ): “++;

XtSetArg(args [n1, XMNlef twidget, previous_ child) : n++;
xtSetArg(args [n], XmNleftOffser, O) ; “++;

XtSetArg (args [n] , XmNrightAttachment, XmATTACH_NONE) ; “++;

XtSetValues (child, args, n );

static void

align _right(
Widget

DtbGroupIn fo

)
{

WidgetList
Widget

int

parent,
●grOup_in f0

children _lisr;
child,
previous_ child;

num_children - 0,
num_cOlumns,
num_rOws,
cell_width,

cell_height,
offset,

i,
j;

if (:parenc II :grOup_inf O)

return:

/“
- Get children list

●/
XtVaGetValues (parent,

XmNnumChildren, &num_children,
Xnmichildren , &children _list,

NULL) :

if (num_children <- O)

return:

get_gro.p_cell_ size (parent, group_inf o, 6cell_width, 6cell_height) ;

get_grOup_rOw_cOl (parent< group-inf 0, 6num_r0ws< ~num_cOlumns);

for [j - 0: j < num_rows; j++)

{
for (i - O; i < num_cOlumns; i++)

{
Arg args [12] ;

inc n-0;

child - get_group_chi ld (parent, 910 Up_l. fO, i, 1) :

if (!child)
continue;

if ((i -- 0) 6.5 (j -- O))

(
Dimension width - O;

XtVaGetValues (child, XmNwidth, &width, NULL) ;

offset - (cell_wldth width) ;

xtSetArg (args [n1, XmNlef tArzachment, XmATTACH–FO~): n++;

XtSetArg (args [n1, XmNlef tof fset, offset] ; n++;

XtSetArg (args [n], XmNrightAttachmenr, XMATTACH_NONE) : n++;

Xtsetvalues(chi:d, args, n) ;

conrinue:

i: (] -- 0)
{

prevlous_child - get_gro. p_child (parent grOup_inf O, i-l, j):
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if (!previous_child)
continue;

offset - grOup_in fo->hoffset;

if (group_ in fo->grOup_type -- DTB_GROUP_ROwSCOLUMNS)

[
Dimension width - O;

xtvaGetValues (child, XmNwidth, &wid Kh, NULL) ;

offset +- (cell_width - width) ;

1

XtSetArg (args [n], XmNlef tAtEachment, XmATTACll_WIDGET ); “++;
xtsetArg (args [n ], XmN1ef tWi<get, previous_child) : n++;

XcSetArg(args[nl , XmNleftOffsec, offset); “++;

XtSetArg(args [n], XmNrighrATTachmenr, XmATTACH_NONE ); “++;

Xr.secvalue s(child, args, n );

continue:

previous_ child - get_group_child (parent, group_info, i

if (previous_ child)
{

XtSetArg(args [n1, XnNrightAttachment,

XmATTACH_OPPOSI TE_WICGET) ;
XtSetArg(algs [n] , XmNrightWidget, previous_child) ;

XtSetArg(args [n1, XmNrightOff set, O) ; “++;

xtsetArg (args [ni, XmNlef tAtrachment, xmATTACH_NONE ); n++;

static void
allgn_labels (

Widget
DtbGro. pIn CO

j-l);

X’csetvalues (child, args, n) ;

1

I

Widget

Dimension

in:

0++;

n++:

pare or,
.gr Oup_in f0

children _lis E - NULL,
One_cOl ;—
cn-evious_child = NidLL,

&hild,
ref_widget,
prevlous_ref_widget - NULL;
ref_lbl_width - 0,
max_label_widrh - 0,

max_value_width - O;
?“m_chlldren - 0,

if

/“
.

:f :..,.: -...::,. .-
~c-,-:.

gec_w:Ces:_la@el :cr.,12ren_Lisl. num_children, &child, 6max_labei—width; :
get_w:des:_va lac:ct..L6ren_1ist, num_children, &child, 6max_value_width) :

if (cell _w:&ck < ;L.E) (~ax_label_widch + max_value_width) )

cel:_wldt.h - (,nc )(max_label_widTh + max_value_width) :

yet_gToup_rwd_col: parecc, gxOup_inf O, &num_rOws, 6num_c01umns );

If (num_rows > O)
one_col - (Widqe=List )XtMalloc(num_rows ● sizeof (WidgetLisc) );

for (i - 0; i < n.m_cOlumns: i++)

{
widget ref _widger;
Dimension ref_wldZh:

AIg args [121;
inc n-O;

for (j - 0; j < num_rOws; j.+)
One_cOl [j ] - get_group_chi ld(parent, grOup_inf O, i, 1 );
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get_widest_label (one_col, num_rows, 6ref_widget, 6ref_width) ;

if (!ref _widget )
continue;

if (previous_ref_wi dget)
offset - (i ● (group_info ->hoffset + cell_width) );

else
offset - O;

XtSetArg (args [n], XmNlef tAttachment, XmATT?+CH_FORM) ;
xtSetArg(args [n], XmNleftOffset, offset) ;

xtSetArg (args [n 1, XmNrightAttachmen t t XmATTACH-NONE );

Xtsetvalues (ref_widget, args, n ):

for (j - O; j < num_rows; j++)

{
child - get_group_ch ild (parent, 9r0Up—inf 0, 1 t 1 ):

if ( !child II (child -- ref_widget) )
continue;

offset - [i * (group_ in fo->hoffset + cell_width) );
off set +- (inr) (ref_width - get_label_width[ child) );

n-o;
XtSetArg (args [n], XmNlef tAttachment, xmATTACH_FORM) ;
XcSetArg[args[nl , XmNlefcOffset, offset) ;
XtSetArg(args [n1, XmNrightAttachment, XmATTACH-NONE) ;

Xtsetvalues (child, args, n) ;

)

previous_ref_widgeZ - ref_widget:

)

if [num_rOws > O)
XtFree( (char =)one_col) ;

1

static void
allgn_vcenter(

Widget

DtbGrOupI nfo
Boolean

)
{

WidgetList
Widget

DTB_GROUP_TYPES
int

parent<

●grOup_inf O<
init

children_ list;
child,
previous_ child;
grOup_typz ;

num_children - 0,
num_cOlumns,
num_rows,
cell_widch,
cell_ height,
grou p_width,

group_ height,
off set,

gridline,

i,
j;

if (!parent II !grOup_i”fo)
return;

/’
● Get children list

“/
XtVaGetValues (parent,

XmNn. mChildren, &n”m_childD2”,
Xrmlchildren, &children _lisr,
NULL) ;

if [.um-children + 0)
return ;

ger_group_cell_ size(parent, gro. p_info, &ceil–width, 6~1 Lheight);

get_grOup_rOw_COl (paren=z grOup_infO, &num_rOws, &num_cOlumns) ;

offset - group_ in fo->hoffset:

grOup_type - grOup_infO ->grOup_type;

if (grOup_cype -- DTB_GROUP_ROWSCO LUMNS )

“++;
n++;
a++;

n++;
“++;

“++;

{

for

group_width - (n.m_columns * cell_width) + ((nULCOl.M.. -l) ‘ Of f.et) :

(i - 0; i < “um_cOlumns; i++)

if (group_type -- 0TB_GROUP-ROwSCOLU14 Ns)
grldline - [((1 * (cell_width + offset) ) + [cell_wldth/2) ) ● 100)/group_width;

else
gridline - 50;

for (I - 0; j < num_rows; j++)
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[
Arq arqs [12] ;

~nt
n~o;

Dimension width - O;

child - get_group_child (parent

if [!Child)

continue:

XrVaGeTValues (child, XmNwidth,

if (init)

{
in t offset - 0:

if (!XtIsSubclass (child,

[
offset - (ce L1_widlh

grOup_infO, i, j) :

&width, NULL) ;

composireWidgetC lass) )

(int)width)/2;

If (grOup_tySx -- DTB_GROUP_ROWSCO LUMNS )

of fse: +- (i ● (cell_width + group_info- >hoffset) );

XtSetArg (args [n], XnNlef rActachmen L, XmATTACE_FOFU.i) ;
XtSetArg(args [.1, XmNlef tof fset, offset) : “++;

XtSecArg (args [n ], XmNrightAttachment, XmATT?.CH_NONE) ;

I
else

XtSetArg (args [n1, XmNlefcAtcachrneot,
xmATTAcH_POsl T1 ON );

XtSecArg(args [n] , XmNlefz Posizion , gridline) ;
xtSe LArg(args [n] , XmNlefcOffset, (int) ( (width/2) )I;

XtSetArg (args [n1, XmNrightArrachmen T, XmATTACH_NONE] :

1

Xtsetvalues (child, a~gs, n) ;

)

)

static void

align _tOp(
Widqec

DtbGroupInf o

)

i
WidgetList

Widget

pirent ,
*gr Oup_inf O

child ren_list;

previous_ child - NULL,
child,
cur_child;
num_children - 0,
num_cOlumns,
num_r Ows,

cell _width,
cell_ height,

1,j;

if ( :parent II !grOup_inf O)
return;

/’
● Get children List

‘/
XcVaGetVal ues(parent,

XmNnumChildren, &num_children,
XmNchildren, &children _lLst,
NULL) ;

if (nam_children <- 0 )
return;

get_group_cell_ slze(parent, group_ info, &cell–width, &cell_helght);
geE_gxOUp_rOW_col (paren L, grOup_info< 6num_r0ws, 6num_c01umns) :

fo~ (j = 0; j < “un_*oh.s; ]++)

[
for (i - 0; 1 < num_cO1umns; i++)
(

Arg args [12) ;
i“t “ - 0;

child - geL_gro”p_chi ld(parenr, groEp_inf O, i, ] );

if (!child)
continue;

if ((i -- 0) 66 (j =- 0))
1

XtSetATg (args [n ], XmNtOpAz:achment, XmATTACH_FORN) ; n++;
XtSetArg(args[n ], xmNtopOffset, O) ;

xzSetArg (args 1n 1, XMNbotromArcachment, XmA?TACH_NONE );

D++;

“++;

n++;

“++;
“++;
“++;

n++:
“++;

Xzsecvalues(child, args, n: ;

continue;
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if (i -- O)

(
previous_child - get_group_child (parent, group_ info, 0, j -1 ):

if (previous_ child)

[
DTB_GROU P_TY PES grOup_typs - group_ info-wrOuP_tYpe:

int off set - grOup_ln fo->vOffseE;

if (grOup_t~ -- OTB_GROU P_ ROWSCOLUMNS )

I
Oimension height - O;

XtVaGetValues (previous_ child, XmNheight, &height, NULL) :

offset +- (cell_height - (inc) (height) I:

XtsetArg (args [n1, XmNtopAttachment, XmATTACH_wIEGET ): .++:
XT-SecArg (args [n], XmNtopWidget, previous_child) ; “++;

XtSetArg (args [n], Y.mNtopOf fset, offset) ; o++:

XtSetArg (args [n 1, XmNbot tomAttachmen t, XmATTACH_NONE ); n++;

XcSerValues (child, args, n );

)
continue;

1

previous_child - get_group_child (parent, group_ info, i-1, j );

if

[

(previous_ child)

xcsecArg (args [n 1, XmNtopAttachment, XMATTACR_OPPOSI TE-wICGET ); n++;

XtSetArg(args [n], XmNtopWidget, previous_child) ; “++;

XcSetArg (args [n1, XmNtOpOf fset, O ); “++;

XtSetArg (args [n 1, XmNbottomAttachmen t, XmATTACH_NONE ); “++;

Xtsetvalues(child, args, n );

1

1
)

slatic void
align _bottom (

Widget

DtbGrouplnf o

)
{

WidgetList
Widget

parenz,

*gr Oup_in f0

childIen_list;
child,
previous_ child;

DTB_GROUP_TYPES grOUp_tm;
lnt num_children = O,

num_cOlumns,
num_rows,

cell_ height,
c=ell_width,
offset,
i,
j;

if (!parent )I !group_infO)
return;

/“
. Get children list

“/
XtVaGetVal”es (parent,

XmNnumChildren, &num_children,

XmNchildren, &children _list,
NuLL) ;

if (num-chi Ldre. <- 0)
return;

get_group_cell_size (parent, group_ info, 6cell_width, &cell–height):
get_grOup_row_cOl (paren L, grOup_inf 0, 6num_rows, 6num_c01umns );

for (j - O; j < num_rOws: ]++)

{
for (i - O; i < ““m_coluinns; i++)

(
Arg args[121:

int n-0;

child - get_group_chi ld(parent. grOup_inf O, i, j ):

if (!child)
continue;

]f ((i -- O) 66 (j =- O))

{
Dimens10. height - 0:

XtVaGetValues (child, XmNheight, &height, NULL) :

offset - cell_heighL height;
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)

if
[

1

XtSetArg(args [n ], XmNtopAttachment, XmATTACK_F0RJ4] ; n++;
XtSetArg(args [n], XmNtopOf fset, offset) ; n++;

XtSetArg(args [n], XmNbottomArtachment, XmATTACH_NONE ); D++;

XtSetValues(child, args, n) ;

conrinue;

(i -- O)

previous_ child = get_group_chilti (parent, group_ info, O, j-l) :

if (previous_ child)

[
Dlmen sion height - O;

xtVaGetVal” es(child, xmNheigkt, &heighx, NULL) ;

offset - grOup_in fO->vOffset;

if (grOup_in fO->grOup_type -- DTB_GROU P_ROWSCOLL!MNS )

offset +- (cell _height - height) ;

XtSetArg(args [n ], XmNtopAttachment, XmATTACN_WIDGET) ; n++;

XtSetArg(args [n], xmNtopWidget, previous_ child ); n++;

XtSetArg(args [n 1, xmNtopOf fset, offset) ; n++:

XtSetArg(args In ], XmNbottomArcachmenr, XmATTACH_NONE ); n++;

Xtsetvalues( child, args, n) ;

continue;

previous_ child - get_group_child (parent, group_ inf O, i -1, j );

If (child 66 prevlous_child)

[
xtSetArg(args [n1, XmNboctomAtrachment,

XmATTACH_OPPOSITE_WI DGET) ; “++;

XtSetArg(args [n1, XmNbotr-omWidgec, previous_ child) ; n++:
XtSetArg(args [n], XmNbotLomOffset, 0) ; “++ :

XtSetArg(args (n), XmNt OpAttachr,en L, XMATTACH_NONE ); n++;

Xtsetvalues(child, args, n );

I

)

static vozd
align _hcencer(

Widget parent,

DcbGrouplnf o ●grOup_inf 0,

Boolean inic

)
[

WldyetList chlldren_llst - NULL;
Widget child,

previous_ child;

DTB_GROUP_TYPES group_type;
In: num_children - 0,

num_cOlumns,
num_rOws ,
cell_wldth,
cell_helght,
group_width,
group_height,
of fsel,
gridline,

i,
j;

if (!parent II !gIOup_lnf O)

return;

/’
● Get children llst

-/
XtVaGe LValues(parenr,

XmNnumChlldren, &num_children,
xmNchlldren, &childzen_List,
NULL) ;

if (num_chlld?en <- 0)
return;

‘grO.p_c~ - grOup_ln fO->g:Oup_type ;

geE_group_cel l_slze(parent, group–info, 6cell_width, &celi-heightl ;
get_grOup_r Ow_cOl (parent, 5z0up_inf0, &num_rOws, &nun_cOlumns) :

offset - grOup_in fO->vOffset:

if (grO. p_type -- DTS_GROU P_ROWSCOLUMNS )

gro”p_he~ght - (“um_rows ● cell_ height) + ((nunI_rows-l) * offset) ;

for (j - 0; j < num_rOws;j++)
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{
if (grou p_tw -- DTB_GROUP_ROWSCOLUMNS )

gridline -

(((3 ‘ (=1 Lhei9ht + Offset) 1 + (cell_heighV2) ) * loo) /grOup–-hei9ht:
else

gridline - 50;

for (i - O; i < num_cOl”mns; i++)

{
Arg args [12] ;

int n-O;
Dimension height - O;

child - get_group_chi ld(parent, group_inf o, i, j):

if (!Child)

continue:

XtVaGerValues [child, XmNheight, &height, NULL) ;

if (init)

r
int init_Offset - O;

if (!XtIsSubclass [child, compsiteWidgetCla ss) )

[
init_Offset - (cell_heighK - (int)height)/2;

if (grOup_type -- DTB_GROUP_ROWSCOLUMNS )
inlt_offset +- (j ● (cell_height + group_ in fo->voffset) ):

1

XtSetArg (args [n1,
xtSetArg (args [n1,
XrSetArg (args [n1,

else
{

xtSetArg (args [n1,

XtSetArg(args [n1,
XtSetArg [args [n1,
xtSetArg (args [n1,

)

XmtitopAtcachmen t, XmATTACH_FOF$f ): n++;
xmNtopOffset, ini T_offset) : “++;

xmNbottomAttachment, XmATTACIl_NONE ): “++;

XmNtopAttachmen t,
XmATTACH_POSITION) ;

XmNtopPOsitiOn, gridline );
Xmtopoffset, (int) [-(height/2) )):
XmNbottomAttachmen t, XmATTACH_NONE ):

XtSetValues (child, args, n :;

/’
* Returns rhe directory
● from.

‘/
stIing

dtb_geK_exe_dir (void )
1

that the executable for this process was loaded

return dtb_exe_dir:

1

/’
. Determines the directory the executable for this process was loaded from.

‘/
static int
determine_exe–dil (

char *argvO,

char -b”f,
int buf Size

)
{

Boolean foundDir- False;

if ((buf -- NULL) II (bufsize < 1))

return -1:
1

if [determine_exe_d ir_f r0m_a19V (argv O, buf, buf size) >- o)

{
foundDlr - True;

if (!foundDir)

(
if (determine_exe_d ir_f rom_path(argvO, buf, buf Size) >- 0 )

{
foundn; r - True;

1

/’
● convert relative path to absolute, so that directory changes will
● not affect us.

-/
If (found Dir 66 [buf[Ol !- ‘/’>)
r

n++;
n++;
“++;

n++;

char cwd [MAXPATHLEN+l ];
char ●env_pwd - NULL;
char ●path _prefix - NULL:
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char abs_exe_dir [MAxPATHLEN+l ];

if (getcwd (cwd, MAXPATELEN+l ) !- NULL)

{
path_prefix - cwd;

1
else

1

if

en v_pwd - getenv(” PWD. );
i? (env_pwd !- NULL)

{
path_prefix - env_pwd;

1

(path_preflx !- NULL]

strcpy[abs_exe_d lr, path_preflx] ;
if (s’cranp(b. f, “.fiI !- 0)

1
sErcaz( abs_exe_dlr,
srrcaz( abs_exe_dlr,

1
strcpy(buf , abs_exe_dir) ;

return found Dir? O: -1;

/’
. Looks for absolute path in arv[o]

‘/
static inr
determine_ exe_dir_frOm_arqv[

)
{

1

/’

1

char ●argv O,

char *buf,

int bufsize

int i- 0;

Boolean found ir- False;

“/” );
buf );

for [i- stxle. (argvO) -l; [i >- 0) 66 (argvO [i.] !-

{

if [i >- O)

{
lr!t maxstrlngsize- min (i, bufsize) ;
Strricpy(b”f, argvO, maxstri”gsize) ;

buf[min( maxszrlngsize, bufsize-1)]- O;
foundlt - True:

retur. foundlz? 5:-::

szTemp- gerczv: ,,?AT3-;;
i$ (szTerI? -- SELL]
r

more121rs - Faise;

)
else

strncpy[sz?athva~, szTemp, MAXPATFILEN; ;
szPa LbVar [MAX PATHLEN] - o;
iPathVar Len- strlen (sz Pathvar; ;

while (( !fo”ndDir) && (moreDirs) )

[
/. fln C the current dlxeccory name ./

/f); ..l)

for (i- iC. rrent Path Starr; [~ < iPathVarLen) && (szPathvar[i] !=

)
:’);
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{
++i;

)
iCurIent PathLen - i iCurrent Path Start;
if ((iCurrent PachLen + iExeNameLen + 2) > MAX P.4THLENI
1

iCurrenc PathLen - NAx PATHLEN (iExeNameLe” + 2) ;

1

/. create a possible path to the executable */
strncpy( szCuirent Path, &szPathVar [iCurrent Path Start ], iCurrent PathLen );
szCurrent Path [iCurrentPathLen ]- O;

$trcat (szc. rrentpath, “/” ):
strcar (szCurrentPath, szExeName) ;

/* see if rhe executable exists (and we can execute it) ./
if (path_ is_executable (szCurrent Path, euid, egid ))
r

found Dir- True;

/. skip p?st the current directory name ●/
if (!fOundDir)
1

iCurren tPath Stare+- iCurrent Path Len;
while ( (iCurrentPathStart < iPachvarLen )

&& (sz Pathvar [iCurrentPachScart ] !- , :,) )
{

++i C”rI-enc Path Start; /. find : */

1
if (iCurrent PathStart < iPathVarLen )

i
++i Current PathStart; /+ skip : ./

if (iCurrent PathStart >- iPathVarLen )
{

moreDirs - False;

1
)

] /. while !fOundDir +/

if [foundDir)
1

szCurrent Path [iCurrent Path Len 1- 0:
strncpy(buf, szcurrent Path, buf Size) :
buf[buf Size-l]- O;

)
return found Dir? O: -1;

1

/’
● returns False is ~th does not exist or is not executable

‘/
SCatic Boolean
path_ is_executable (

Char ●path,
uid_c euid,
gid_t egid

)
{

Boolean bExecutable -

Struct stat sstat:

if (star (path, 6sscat) -- O)

[
Boolean bDetermined-

if ( !bDetermined)

{
if {!s_lsREG(s Stat

{

False:

False;

st_mode) )

/* not a reqular file ●/
bDetermined~ True:

bExecutable- False:

)

1

if (!bDetermined)

{
if ( (e. id -- O)

66 ( ((sstat. st_mode 6

II ((sStac. st_mode
II ((sStat. sunode

S_l XOTH) !- O)
6 S_ IXGRP) !- o)
& S_l XUSR) !- O)

)
1

bcemrmined- True;
bExecu Kable- T.ue;

if (!bCetermined)

[
if ( ([(sStat. st_mOde 6 S_l XOTH) !- 0 ) )

II (((sScat. st–mode 6 LIXGRP) :- O) &&
II (([S.$tat.st-mde G SIXUSR) !- o) 66

)
{

bcetermined- True:
bExecutabLe- True;

)

)

(sstat. st_gid -- egid) )
(sStat. st_gid -- euid) )
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1
1 /* if stat ./

return bExecutable;

)

/’
● Registers a ~pup menu ro be brought by button three o“ rhe parent

‘/
int
dtb_popup_men u_register (Widget p.3pcpMenu, Widget parent)

.stacic XtTranslations p.3pupMenuTrans - NULL;
static XtActions Rec menuActions [: -

{“DtbPOpupMenu -, (XtAction Proc)dtb_popup_menu !

1;
int i-0;
Boolean foundEntry - False;

if (pOpupMenu Trans =- NULL)
{

XtAppCon Cexr ap~oncexc -
XtwidgetToApplication Context (dtb_get_tOpleve L_widger( )):

XtAppAddActions (appcontext, men”ActiO”s, Xttiumber(menuActions) );
WpupMenuTrans - XtParseTran slaticm Table(

‘“<Bcn3Down>: DtbPopupMenu( )“):

1
XtOve:rideTra” slatio”s (pare”t, pOp”pMen” Tra”s) ;

P
* Save the reference from this widget r-o rhe menu

“/
/+ see if an entry already exists ./
for [i - O; i < numPopupMenus; ++i)
1

if ( (pOpupMen. s[i] widget -- parent)

II (FopupMenus[il menu ‘- FQPuPMenu) )

t
foundEntzy - True;

break;

)

j. look for an empry slot ./
if [!found Entry)

[
/. look for an empty slot ●/
for [i - 0; i < num POpupMenus;
{

*+i)

if (popupMenus [i) widget -- NULL)

[
fouadEntry - True;
break;

/* make a .=+ s1o:. if necessary ./
~f (!foundEncry)

/- Itrs no~ 1. The list aed it ●/
DtbMenu Ref “ew?op”pMenus - (DtbMenu Ref )

realloc(popu pMenus. sizeof (DtbHenuRef Rec)*(numPopupMen us+l) ):
lf (“ew PopupF?e”us !- NULL)

[
popupMenus - newPOpupMenus;
++n”m PoPupMe”us;

i - num PopupMen us-1:
fo. ndEnrry - True;

1

/* we have a slot; fill it in ./
if (focndEnrry)
{

popupMenus [i ]widget - parent;
popupMen”s [i] menu - pOpupMenu;

XtAddCallback (popupMenus [i; widget,
XmNdestroyCal lback, dtb_~p”p_me” u_destroflB, (XtPoi”ter)NULL) ;

XtAddCallback (popUpMenus ~i; men” ,
XmNdestroycal Lback, dzb_papup_menu_destroyCB, (Xr Pointer )NULL) ;

return O;

)

static void
dtb_popup_menu(

widget widget,
XEven r ●event,
String *params,
Cardinal ●num_params

)
[

int i-0;
Widget menu - NULL;

if (even t->type -- Button Press)
r
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for (i - 0 : i < num POpupMenus; ++i)

{
if (popupMe. us [i ] widget -- widget)

[
menu - popuphfenus [i] menu;

if (menu !- NULL)
[

XmMenuPOsitiOn (menu, (XBcccOn PressedEven t=)event ):

xzManageChild(menu );

1
)

/’
. This keeps the list of POPUP menus up-to-date, if widgets are destroyed

‘/
s:atic void
dcb_pp”p_menu_destrOyCB(

Widget widget,
xtPOinter cliencData,

)
{

int
for [i -

[
if

xtPointer calltkta

i-0:
O; i < numPOpupMenus; ++i)

( (FOpuPMenus [11 widget -- widget)
II (~pupMenus[il menu ‘- widget) )

popupMenus [i 1.widget - NULL;

pOpupMenus[il menu - NULL:
break:

)
)

1

/.
* Returns non-negative

*/
i.t
dtb_drag_site_reg ister(

if successful.

W2dget
DtbDndDragcallback callback,
DtDnd PIOtocOl
unsigned char
Boolean
Boolean

Pixmap

widget,

protocol ,
operations,
buffer lsText,
allowDropO” RootWindow,
cursor,

Pixma~ cursorMask,
DtbDragSiteHandle *drag SiteHandleOut

i
DtbDragSite dragsite - [DtbDIagSite )XtCalloc(l, Sizeof [DtbDragSiteRec) );
Widget sou.rcelcon - NULL:

if (drag Site !- NULL)
{

dragsite->widget - widget;
dragsite->protocol - protocol;
dragsite->operacions -
dragSite->bufferIsText ~t~;~~~;ext;

dragSire->allowDrc@ nRootWindow - allOwDroPnROOtWin dew:
if [(cursor !- NULL) 66 (cursorMask !- NULL) )

{
dragSite->sourceI con =

DtDndCreate SOul Cel COn (widget, cursor, cursorMask ):
>
dragslte->callback - callback;

dragSir-e- >convertCBRec[ 01. callback - dtb_drag_con vertCB:
dragSite->dragToRootCBRec[Ol callback - dcb_drag_to_rootCB;
dragSite ->dragFini shCBRec[O1 callback - dtb_drag_f inishCB;

xtAddEventHandler( widget, Button lMOti OnMask, False,

(xtEventHandler )dtb_drag_burcon l_moT.ion_handler,
(XtPointer )dragSite) :

xtAddEventHandler (widger, Button PressMask, False,
(xtEventHandler )dtb_drag_button 2_event_handler,
(Xt Pointer )dragSite) :

/’
● Pass back a handle, so chat this can be freed, later. Unreglstering
● drag sites 1s not Currently implemented, but rhis gives the ability
● to provide this functionality in the future.

‘/
if (drag SiteHandleOut !- NiJLL)

●drag Size Handle Out - :DtbDragSiceHa.die) drags ite;

rcmrn 0;

int
dtb_drOp_sire_regi steI[
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Widget widget,
DtbDnd DropCal 1back callback,
DtDnd Protocol prorocols,
unsigned char o~rations,
3001ean dropsOn Children,
Boolean preservePrevlousRegistration,

DtbDropSiteHan dle *drop Site Hand leOur

)
{

DtbDropSite dropsite - (DtbDropSice) NULL:

if ( (callback !- IWJLL)
&& [(dropSite - (DtbDropSite )Xtcalloc( 1,slzeof (DtbDropSiteRec) ))

)

!- NULL)

DtbDndDropRegi sterlnfoRec reg Inf O;

/* initialize the data ./
dropSite->widget - widget;
dzopSice->callback - callback;
dropSite->protocols - protocols:
dropsite->operac io”s - operations;
dropSite ->dropsOn Children - dropsOn Children:
dropSire ->preserve PreviOusRegi stratiOn - preservePreviou sRegistIation;
dropSite ->animateCBRec[ O ] callback - dtb_drop_an imateCB;

dropSire->an imaTeCBRec[ 01. closure - (XEPoincer )dropSite;
dropSite ->transf erCBRec[ O] callback - dtb_drop_transf erCB;
dropsice->transf erCBRec[ O ] closure - (XtPoinrer)dropSite;

/. Let the client modify the drop site initialization ./
reg13fo. protocols - drops ite->protocols;
regln fo operations - drops ite->operations;
regln Zo. textlsBuffer - dropSite ->textls Buffer;
reg In fo. preserve Previous Registration -

dropSite->preserve Previous Registration;
reg In fo. respndToDxopsOn Children - dropSite->dropsOn Children;
dropsite ->callback [widger, DTB_DND_REGISTER, &regI. fo, NULL, NULL) :

/. acrually register lt! ./
DtDndVaDrOpRegl srel (

widget, xegl”fo, protocols, regl”fo.operations,

dropSite ->transferCBRec,
DtNreg LsterChildren , regInf o .respendTODrOpsOn Children,

DtNtextls Buf fer, reglnfo .rextls Buffer,
tifdef DtNpIeserveReg istrati On

DtNpreselve Registration, reglnfo .preserve Previou sReglstration,
#endif

DtNdropAnimateCa Llback, dropS1te->aa imateCBRec,
NULL );

if (dropSiteHandleOut !- NULL)
(

●dropSite Handle Out - (DtbDropSite Handle )dropsite:

return ((dropSite -- NULL)? -1:0) ;

1

static in:

dtb_drag_xerminace (DtbDragSite dragslte)

{
dragln Progress - False;
dlaal”itial X - -1 :

draglnitial Y - -1;
draqSite->con vertCBRec[O 1.closure - NULL:
dragsite ->dragToRootCBRec [Ol closure - NULL:
dragSite ->dragFini shCBRec[Ol .clos. re - NULL:
return O;

/’
● drag Motion Handl er
.

- Determine if the pointer has moved beyond the dra~ threshold while button 1
● was being held down

●/
static void
dtb_drag_burtOn l_mocio. –ha. dler (

Widget drag InirlatOr
XtPO1n ter clienrData,
XEven t ‘even t

Int
DtbDrag Site

cliffX, cliffY;

dragSi Ee - [DtbDrag Site )clien ED.aLa;

if (!drag In Progress) [

/“
● 1: the drag is just starting, set initial button down coords
●/

if” (drag Initial X ‘- -1 66 draglnitial Y ‘= -1) {
draglnltialX - eve. c->xmoxion .x:

draglnltialY - even: ->xmotio” ,y;

1

/*
* Find out how far pinter has moved since butzon press
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“/
cliffX - drag Initial X event ->xmotion .x:
cliffY - draglnitial Y - event ->xmotion .Y;

if [(ABS(diff X) >- DRAG_THRESHOLD) II
(ABS(diffY) >- D~G_THRESHOLD) )

,

dtb_drag_start (drag Site, event) :

dragInitialX - -1;
draglnitialY - -1;

1

)

/’
+ Starts a drag if Button2 is pressed (if the system is configured fox
* Button2 transfers)

“/
static void
dtb_drag_button 2_eVeDt–handler(

Widget drag Initiator,

XtPOinter clientrata<
XEvent ●event

)
1

if ( (event ->type -- Button Press )
&& (even t->xburton .burton ‘- 2) )

(
Boolean enableBtnlTransfer - (Boolean)O:

Boolean mouseButton 21sTransfer - Fal Se:

/’
● We need to determine whether mouse button 2 is adjust or

● C.ransfer. Although the resource value is of type Boolean, it
* can actually have integer values. This code is from Fge 52

● of _Common Sesktop Environment: Programmer’s Guide–.

‘/
XtVaGetValues ((widget )XmGetDisplay (drag Initiator) ,

“enable Btnl Transfer” , 6enable Bt. lTransfer,

NULL) ;
mouse Button 21s Transfer - (enable Bcnl Transfer !- 1) :

if (mOuseBurtOn 21sTransfer)

1
DtbDrag Site dragSite - (DtbDragSlte )clientData;

/. A mouse-down evenr has occurred on Butt0n2, and ButZOn2 iS
* configured ‘co be transfer.

“/
dtb_drag_start (drag Site, event) ;

)

1

static int
dTb_drag_s Lar E (12tbDragSite dragsite, XEvent ●event )
(

DtbDndDrag Scar: LnfoRec drag start:

Arg args [3];

int n-o;

dragln Progress - True:

dragsice ->ccr.ver ZZS3ec [O 1 .Closure - (XtPoin rer)drag Sice;
dragSite ->draUTcKoo: CBRec[Ol .ClOSUKe - (XtPointer )dragSite;
dragSlte .>drag Fln:s?.CBRec[Ol .ClOSUre - (xcPointer )dra9Site:

/“
. call :9? Z; LC:: ca::Dack to update values for drag stare

“/
~em~el: :vc,ld. ;&::a ,s -..:-.,O, sizeof (DtbDndDragStartIn fORec) );
dragstar: C:o>rc. - ?:ac SIEe->pr OtOCOl;

dragScaz: .2psra L.>?:- - Crags ite->operations;
dragStar: .cursc: - ezaq S: Ee->source Icon;

drag Star: .bL!!cr:sTex: - drag Site ->bufferIsText;
,-,4D,: P:7,<~otwlnd0w - drags ite->al lowDro@n RootWindow;dragstarc a.. -

dragsraz:.:. x:ze?$ - ::
if (drag S:te->cal.2acx ‘- NULL)

(
draqS:te ->calibac( (DTB-9ND_DRAG_START t &dra9start, NULL, NuLL, NuLL, NULL):

n-o;
if [drag SEar L.curso I !- NULL)

xLserArg (args [“), DtNsourcelcOn, dragsrart. cursor ); ++n:

J
if ( (dragStaTt. bufferIsText )

6s. (dragStart. protocol ‘- DtDND_BUFFER_TRANSFER) )

{
XtSerArg (args [n1, DtNbuffer IsText, True) ; ++n;

)

if (drag Start .allOwDropOn ROOtWindOw)

{
xtSetArg (args [n1, DKNdropOn RootCallback, (XtPOinter )dragSire ->dragTOROotCBRec) ; ++n;

)

;f (DtDndDrag Start (drag Site ->widget, event,
drag Start protocol,
dragstart .num Items,
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dragStart operations,
dragsite ->cOnvertCBRec, dra.gSite- >draqFinishCBRec,

1

args, n ) -- NULL)
[

/. drag start failed ‘/
dtb_drag_terminate (dragSite) ;
return -1;

I
ret.=. 0;

static void
dtb_drag_coavertCB !

Widqet

xtPOinter
XtPOinter

)
{

DzbDragSite

DtDndConvertCal lback convert -
DtDndCo3rexc *drag Data

inr

dragcontext,
clientoata,

callData

dragsite - (DtbDragSite )clientDara;
(Dt3ndConvertCal lback )callD-ata;
- convert ->dragoata:
i-o;

switch (convert ->reason )
r

CaSe DtCR_DND_CONVSRT_DATA :
dragsite->callback (DTB_DND_CONVERT, NULL, convert, NULL, NULL, NULL) :

break;

case DtCR_DND_CONVSRT_DE LETE :
dragSite->callback (DTB_DND_DELETE, NULL, NULL, NULL, convert, NULL) :

break;

)

static void

dtb_drag_to_rootCB(
Widget

XtPOinter
Xc Pointer

1
{

DtbDragSite
DtbDndDroDPedOn ROOtWindOwlnfORec

dragcon text,

clientData,
callmta

dragsite - (DtbDrag Site) cliencData:
droPInf O:. .

memset (&droplnf o, 0, sizeof (DtbDndDroppedOn RootWindowln foRec) );

dropInf o .droppedOn RootWindow - True:
dragsit.e ->cal lback (~B_DND_DROPPED_O N_ROO’T_!W NDoW,

NULL, NULL, &dropInfo, NULL, NULL) :
1

static void
dtb_drag_f inishCB(

Widget dragcontexc,
Xc Pointer client~ata,
XtPOinter call Data

DtbDragSite dragsite - (DtbDrag Site) clien KDaca:

DtDndDragFin ishCallback ?inish = [DtDnd Drag Finis hCallback )call Daca:

drags ite->callback (DTB_DND_FIN?SH, NULL, NULL, NULL, NULL, finish) ;
dtb_drag_terminate ((DtbDragSite )clienz Data) :

static void
dtb_drop_an imateCB(

Widget dragcontext,
XtPOinter cllentD.3:a,
XrPoincer cali Data

i
DtbDropSite dropsire = (DtbDIOpsLce) cllentDaca;
DtDndDropAn imatecallback animatelnf o -

(DtDndDropAnimareCal lback )callData;

Cropsite-> call back(
drops ite->widget, DTB_DND_ANIMATE, NULL, NULL, animate 13fo) ;

1

static void
dtb_drop_zransf erCB(

Widget dragcontext,
XtPOinter clten~oatar
XtPointer call Data

)
{

DtbDropSlte dropsite - (DKbDropSite) client Data;

DtDndTran sfercallback transfer l>fo - (DtDndTransferCal lback) call Data;

dropsire ->callback (
dropSi Le ->widgez, CTB_DND_RECE IVE_DATA, NULL, transf eT1n fo, NULL) :

1
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